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BACHELOR OF SCIENCE IN CYBERSECURITY
A Recommendation

1. Division and Department: Academic Affairs, School of Engineering and
Computer Science, Department of Computer Science and Engineering.

2, Introduction:  Oakland University proposes a new undergraduate degree
program in Cybersecurity, specifically the Bachelor of Science in Cybersecurity within the
Department of Computer Science and Engineering (CSE), in the School of Engineering
and Computer Science (SECS).

A CSE committee composed by faculty experts in cybersecurity was formed to examine
existing cybersecurity programs throughout the State of Michigan and the nation,
understand labor market data, obtain information regarding the accreditation process
(ABET), survey student interest, receive feedback from our community partners including
the CSE advisory board, and compose a formal proposal for the Bachelor of Science in
Cybersecurity program.

The need for cybersecurity professionals has been growing rapidly, faster than
companies can hire—and that demand is expected to continue. In the U.S., there are
about one million cybersecurity workers, but there were around 760,000 jobs yet to be
filled as of October 2022 including more than 19,500 openings just in the State of
Michigan, according to recent reports!. In this proposed program, the students will
practice their technical skills in a realistic cybersecurity setting. These hands-on
experiences will help students to learn, and provide companies with more talent to fill

open jobs.

The program will include a strong foundation in cybersecurity core concepts. A total of 30
credits in the core cybersecurity curriculum will cover Confidentiality, Integrity, Availability
and Authentication (CIAA}, and concenfrate on data, software, component, network, and
systems security, in addition to organizational, human, and societal security. In addition,
39 credits will be applied to deepening understanding through the study of Professional
Subjects and six credits in Professional Electives. A further 12 credits in one of the
following concentrations will be required: Software Security, Al in Cybersecurity, or Cyber
Physical Systems Security. Lastly, 16 credits in Math and Science and 26 credits of
university required general areas of study will be added to this curricuium as well as a
Capstone project, for a total of 128 credits.

! https:/fwww.cyberseck.org/hcatmap. html
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Need for the Bachelor of Science in Cybersecurity degree at Oakland University

Oakland University has already been selected by the National Security Agency as a
Center of Academic Excellence and Information Assurance and Cyber Defense (CAE-
[A/CD) education. Furthermore, a new center on cybersecurity is established based on
funding from the Department of Energy to work closely with local industry to address their
training and research needs in cybersecurity, to assist efforts to secure our infrastructure,
protect the nation and the state from disinformation threat, and secure our digital assets,
including the transition to industry 4.0. Thus, Oakland University is well-positioned to offer
a degree in cybersecurity meeting these critical needs of the local community and beyond.

The cybersecurity industry already suffers from a long-standing shortage of cybersecurity
professionals. While the occupational growth rate typically averages 8%, the rate for
cybersecurity roles is over four times higher at 33%, according to Bureau of Labor
Statistics data’. A survey by the World Economic Forum found that 59% of businesses
would find it difficult to respond to a cybersecurity incident due to the shortage of skills.
Data from 2022 showed that the problem is getting worse, with the workforce gap
increasing by 26.2% compared to 20213,

Unlike other existing programs in the state of Michigan, the interdisciplinary nature of the
proposed program aims tc serve automotive industry, manufacturing, IT, financial,
healthcare, law enforcement and defense organizations through its speciailized
concentrations Software Security, Al in Cybersecurity, or Cyber Physical Systems
Security.

3. Previous Board Action: None.

4. Budget Implications: The primary source of funding new resources will be
undergraduate tuition, and the program is expected to generate net revenues. The School
of Engineering and Computer Science is currently working with University Advancement
to identify community donors for additional program funding. Tuition revenue will reach a
steady state in year four. Salary expenses include full-time and part-time faculty, and
graduate assistants. Operating expenses include supplies and services, library, and
marketing.

5. Educational Implications: The proposed program will develop a complete set of
curricula in cybersecurity that significanfly improves the cybersecurity teaching and

2 . , . . .
https:/Aaww.bls goviooh/computer-and-information-technology/information-security-analvsts. htm

3 htips:fiwww3 weforum.org/docs/WEF_Global_Cybersecurity_Outlook_2022 pdf
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research capabilities at Oakland University. The newly developed courses will be
available and beneficial fo students majoring in Computer Science (CS) and Information
Technology {IT) thus enhancing the existing BS programs offered by the School of
Engineering and Computer Science.

6. Personnel Implications: The program would require two (2) new Assistant
Professors and four (4) new Teaching Assistants (TAs) over the period of the first five
years; however, these resources will be needed gradually, and they are proportional with
the growth of the program. One Assistant Professor is expected to be hired in the second
year of the program and a second will be hired in the fourth year.

7. University Reviews/Approvals: This proposal for Bachelor of Science in
Cybersecurity degree program was reviewed and approved by the School of Engineering
and Computer Science Assembly, the University Committee on Undergraduate
Instruction (UCUI), the OU Senate, and the Executive Vice President for Academic Affairs

and Provost.

8. Recommendation:
WHEREAS, the Bachelor of Science in Cybersecurity degree program is
consistent with the objectives contained in Oakland University’'s Institutional Priorities;

and

WHEREAS, the Bachelor of Science in Cybersecurity degree program will build on
the academic and research strengths in the Department of Computer Science and
Engineering and provide new educational and community engagement opportunities in
the field of cybersecurity; now, therefore, be it

RESOLVED, that the Board of Trustees authorizes the School of Engineering and
Computer Science to offer a Bachelor of Science in Cybersecurity degree program; and,
be it further

RESOLVED, that the Executive Vice President for Academic Affairs and Provost
will complete annual reviews of the Bachelor of Science in Cybersecurity degree program
to evaluate academic quality and fiscal viability to determine whether the program should
continue.
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9. Attachments:

A. Proposal for the Bachelor of Science in Cybersecurity degree program.
B. Proforma budget for the Bachelor of Science in Cybersecurity degree

program.

Recommended on 2/ ’ , 2023
to the Board for approval by

PM

Ora Hirsch Pescovitz, M.D.
President

Submlttegl the President
ﬁ , 2023 by
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‘Bntmlos Eflis, M.S., Ph.D.
Executive Vice Pre5|dent for
Academic Affairs and Provost

dshua D. Merchant Ph D,
ef of Staff and
gretary to the Board of Trustees
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ABSTRACT

In recent years, cybersecurity has been a topic on the cusp of the business community, and as a
growing field the time has come for it to be recognized as a specialty in its own right. The Bureau
of Labor and Statistics (BLS) is in alignment with this need, predicting that cybersecurity jobs will
grow at 31% per year through 2029, over seven times the naticnal average job growth rate of 4%
per annum.' In recent years, cybersecurity has been a topic on the cusp of the business
community, and as a growing field the time has come for it to be recognized as a specialty in its
own right. According to current estimates, currently around 715,000 jobs yet to be filled in area of
cybersecurity and the number of openings is expected to reach 3.5 million by 2025 in US
alone. Another analysis, by Burning Glass, of national job postings predicts the following fields will
experience unprecedented growth over the next 5 years: application development security (164%),
cloud security {115%), risk management {(60%}), threat intelligence (41%), incident respanse (37%),
compliance and controls (36%), data privacy and security (36%), access management (32%),
security strategy and governance {20%), and health information security {(20%). According to a
market survey commissioned by the university, demand for Cybersecurity degrees grew 18.6%
between 2016 and 2017 alone. Median salaries for Cybersecurity graduates in Michigan are over
$90,000 per year, more than $30,000 per year over the average Michigan income. '

Adthough the traditional jobs in the cybersecurity domain are highly technical, the demand is not
restricted to the IT sector. For instance, jobs requesting health information and security skills inciude
not just cybersecurity engineers, but alsc healthcare administrators and insurance sales agents.
Likewise, jobs in the legal field also require expertise in data privacy and security. This demand
across different sectors creates hybrid roles that blend cybersecurity skills within existing
responsibilities.

Students at Oakland University (OU) have expressed interest in a degree path in Cybersecurity,
and itis important that QU rise to meet this need. Built upon a solid foundation in Computer Science,
Mathematics, Electrical Engineering, Management of Information Systems and Criminal Justice,
the proposed degree will take core concepts from each, along with the cornerstones of
Cybersecurity: Confidentiality, Integrity, and Availability, and give industry what it demands:
qualified professionals with the skills necessary to protect businesses, infrastructure and even
governments.

1https:/fwww.bls.gov/ooh/computer-and-information-technology/information-security-analysts.htm



Qakland University has a long history of innovation and a unique opportunity to create a degree
that will serve as a benchmark for this rapidly growing industry. State of the art curricula, facilities
and labs will assist students as they develop into professionals that, beginning in Fall 2023, will
take the industry by storm.

Another analysis, by Burning Gilass, of national job postings predicts the following fields will
experience unprecedented growth over the next 5 years: application development security {164%),
cloud security {115%), risk management (60%), threat intelligence (41%), incident response (37%),
compliance and controls (36%), data privacy and security (36%), access management (32%),
security strategy and governance (20%), and health information security (20%).2 According to a
market survey commissioned by the university, demand for Cybersecurity degrees grew 18.6%
between 2016 and 2017 alone. Median salaries for Cybersecurity graduates in Michigan are over
$90,000 per year, more than $30,000 per year over the average Michigan income.

Although the traditional jobs in the cybersecurity domain are highly technical, the demand is not
restricted to the | T sector, For instance, jobs requesting health information and security skills include
not just cybersecurity engineers, but alse healthcare administrators and insurance sales agenis.
Likewise, jobs in the legal field also require expertise in data privacy and security. This demand
across different sectors creates hybrid roles that blend cybersecurity skills within existing
responsibilities.

Students at Oakland University (OU) have expressed interest in a degree path in Cybersecurity,
and it is important that OU rise to meet this need. Built upon a solid foundation in Computer Science,
Mathematics, Electrical Engineering, Management of Information Systems and Criminal Justice,
the proposed degree will take core concepts from each, along with the cornerstones of
Cybersecurity: Confidentiality, Integrity, and Availability, and give industry what it demands:
qualified professionals with the skills necessary to protect businesses, infrastructure and even
governments.

Oakland University has a long history of innovation and a unique oppoertunity to create a degree
that will serve as a benchmark for this rapidly growing industry. State of the art curricula, facilities
and labs will assist students as they develop into professionals that, beginning in Fall 2023, will
take the industry by storm.

 https://www.burning-glass.com/research-project/cybersecurity/
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INTRODUCTION

A new program is under consideration by Qakland University’s {OU) School of Engineering and
Computer Science for a Bachelor of Science in Cybersecurity. The Cybersecurity BS will be offered
by the Department of Computer Science and Engineering (CSE), with the assistance of the
Mathematics, Electrical and Computer Engineering (ECE), Management of Information Systems
(MIS), and Criminal Justice {CRJ) departments. This program is designed to satisfy not only ABET
requirements, but also local and national industry needs and student tearning perspectives.

The program wilf include a strong foundation in cybersecurity core concepts. A total of 30 semester
hours in the core cybersecurity curriculum will cover Confidentiality, Integrity, Availability and
Authentication {CIAA), and concentrate on data, software, component, network, and systems
security, in addition to organizational, human, and societal security. In addition, 39 credit hours will
be applied to deepening understanding through the study of Professional Subjects and 6 credits in
Professional Flectives. A further 12 hours in one of the following concentrations will be required:
Software Security, Al in Cybersecurity, or CPS Security. Lastly, 16 credits in Math and Science in
addition to the university required general areas of study will be added to this curriculum as well as
a Capstone project, for a total of 128 semester hours.

Oakland University has already been selected by the National Security Agency as a Center of
Academic Excellence and Information Assurance and Cyber Defense (CAE-IA/CD) education, and
many of the core concepts required for a Cybersecurity degree are already offered in courses of
Bachelor of computer science and Bachelor of IT programs. Current offerings include classes in
Software Security, Information Systems Security, and Cybercrime but these are in disparate
programs, sometimes disparate colieges. The proposed degree would tie these existing classes
together into one cohesive degree path, Cybersecurity. It is the overall goal of this program to use
this diversity to provide domain specific background knowledge to understand the motivation behind
cyberattacks and help mitigate them, and a technical foundation to be able to understand, adapt to,
and create new solutions to match the ever-changing cyber threat surface.

Students will be prepared in a number of different areas for employment in the public and private
sectors.

Software Security

Al in cybersecurity

Cyber physical security and automotive security
Network and digital forensics and investigation
Penetration testing and system auditing
Cybersecurity threat analysis and risk evaluation
Laws, legislation, and policy related to Cybersecurity
Cryptanalyst

Computing and networking theory and practice
System architecture and administration

* & & 5 » & B & 0 B

By the end of study, the students will be able to analyze complex cybersecurity problems and apply
security principles of cybersecurity to identify solutions and react to Cyberthreats. Additionally, they
will have the ability to understand and implement advanced security practices to software, hardware
and networks based on legal and ethical principles.

6



Growth in the industry for cybersecurity jobs is reaching unprecedented levels, with an estimated
need for more than 16,000 new cybersacurity jobs in 2021, and projected growth of up to 33% per
year in the coming decade according o the U.S. Bureau of Labor and Statistics (BLS). Most jobs
in the current market require only bachelor's degrees, and typically less than 5 years of experience.

Information
Security
Officer

Farensic Security
Analyst R ENETL]

Vulnerability
Researcher/
Exploit
Developer Computer
Forensic e Security
Examiner Analyst

Security
Administrator

Security
Specialist

Cybersecurly Career Paths”

Employment post-graduation will be heavy in the financial, health care, and internet retail sectors,
as well as a significant need by the US government. Typical job titkes include Information Security
Specialist, Information Systems Security Analyst, Information Technology Security Analyst (IT
Socurity Analyst), Metwork Security Analyst, Security Analyst, and Systems Analyst. Median
incoma for Cybersecurity positions in 2020 was just over 5$100,000 per year. The proposed program
would address one of the fastest growing industries in the nation.

RATIONALE

Program Nead

According to the Assoclation for Computing Machinery, "The [Joint Task Force on Cybarsecurity
Education] defines cybersecurity as a ‘compuling-based discipling involving technology, people,
information, and processes lo enable assured operations. It invelves the creation, operation,
analysis, and testing of secure computer systems. It is an interdisciplinary course of study, including
aspects of law, policy, human factors, ethics, and risk management in the context of adversaries.’

] https:/ponkrevo.com/career-in-computer-scignce-with-cyber-3E 248 REE 2 BEORARsecurity-and-forensics
!



i

According to some sources, B6% of businesses experienced some form of successful cyberattack
in 2020, while 9% were attacked with ransomware®, leading to an increased demand for security
analysts, yet in a recent study performed by 451 Research, 34.5% of security managers indicated
prospective projects have implementation difficulties directly related to a lack of expertise in the
field of Cybarsecurity®. This translates into a desperate need in the coming decade for cybarsacurity

specialists.

5 LIS-BLS Foog Annsal STEM fob Growih Thu 2026 As Percentage
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Michigan's major universities have so far largely overlooked this new trend, with no undergraduate
cybersecurity degree path currently offered at the University of Michigan main campus, Michigan
State, or Wayne State, leaving a noticeable and exploitable gap which may be used lo establish
Oakland University as a leader in the industry. Students have already expressed a significant desire
to have a degree program in Cybersecurity, as evidenced by the interest in the current
Cybersecurity concentration in the current Computer Science curriculum as seen in the table below.

* hips:f feybered aom.ong/
® hitps:/ffeyber-adge. comycdr)
" hittps/ ana csoonline. com/artiche/ 2953258 /ovbersecurity-job-market-figures-2015-ta-2019-indicate-severe-

warkforee-shortage himl
¥ hittpssfealvinedu/dotAsset o884e T TH-Sep5-403 7-Ea5F- 2081 3edach 1B} ga=2.4707637.701657674.1634314039-

1500917279.163431403%
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How Program Will Premeote the Role and Mission of the University and College/School

Oakland University's message to incoming students is this: “Expand your education
bevond four-walls. Solve complex problems in the real-world. Because it's the doers who
shatter the mold®.” The proposed degree program ambodias this in its completenass: Ever
growing knowledge. Complex problem solvers, Doers. These are the comerstones of
cybersecurity professionals.

On a website comparing CS degreas, thay offer this advice: "Computer science majors
study computer systems, design software, and solve problems using computing
tachnologies. The discipline encompasses programming languages, computer networks,
cybersecurity, database management, artificial intelligence, and machine leamning. Every
modemn industry relies on computer science specialists to manage critical technology
needs.™ Oakland does no! offer a degree path for Cybersecurity. This must be rectified to
bring Oakland's students to the next level in the business world.

The ultimate measure of the achievement of any educational inslitution |s the success of
its graduates and their contribution to society. A degree path in Cybersecurity will help
Oakland to achieve this lofty goal by sending graduates to not only an emerging area but
also an increasingly important one. As demonstrated, with the advent of more and maore
cyberaitacks, soon the country, and even the world, will not be able to function without a
workforce of qualified cybersecurity professionals. Itis, therefore, imperative that Oakland
bring its considerable resources to bear to produce graduates to populate this vital field.

B hetps: feranw. cakland, eduMutureoustudents/
9 https:/ fthebestschools.org/degrees fcomputer-schence-degree/



Program Goals

The goal of the proposed Cybersecurity degree program is to give students a solid
foundation in the areas of Confidentiality, Integrity, and Availability, a classic concept in
security known as the CIA triad. Specifically, students will learn these concepts as they
apply to the areas of Scoftware, Component, Connection, Organizational, Human, and
Societal security. In addition, the proposed degree offers a strong background in Computer
Science.

There is a significant and growing need in the local community for Cybersecurity
professionals to cover the needs of the financial, automotive, and healthcare industries,
all of which thrive in Michigan. Companies will look locally to serve this need. They will
look to the institutions with the vision to establish programs ahead of the trend for
candidates, and will keep going back to the programs which better prepare outgoing
graduates.

The proposed degree will prepare students to accept entry level positions in the
Cybersecurity field or for advanced degrees in Cybersecurity or Cybersecurity research. It
will also help outgoing graduates thrive in the fast-paced, technical, and ever changing
world of cybersecurity as it relates to the business sector. Lastly, the degree will help
increase enrollment, raise the status of Qakland University as an educational leader, and
bring the Computer Science Department in line with industry demands.

Comparison to Similar Programs (State/National)

b;mrers:@ —_— Trogram [
Baker collepe B.Sc. in Information Technology and Security In person and online both
Davenport University B.S¢. in Cyberdefense In person and online both

B.Sc. in Digital Forensic In persen and online both
B.Se. in Network Management and Security In person and online both
'Fastern Michigan University B.Sc. in Information Assurance and Cyber Defense Online
B.Sc+M.Sc in Cyberseucrity In person
‘Ferris State University B.Sc. in Information Security and Intelligence Online
:Grand Valley State University B.Sc. in Cybersecurity In person
‘Michigan Technological University B.Se. in Cybersecurity In person

Northern Michigan University B.Sc. in Information Assurance and Cyber Defense In person
‘University of Detroit Mercy B.Se. in Cyberseawrity and Information Systems  In person
University of Michigan, Dearborn  B.Se. in Cybersecurity and Information Assurance In person

B.Sc. in Digital Forensic In person
‘Western Michigan University B.Sc. in Cybersecurity In person

Cybersecurity Programs in the State of Michigan
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State University Program Mode

Ohic Cedarville University B.Sc. in Cyber Operations In person
Kent State University B.Sc. in Cybersecurity Engineering In person
Ohio State University B.Se. in Information and Computation Assurance In person
Franklin University B.Sc, in Cybersecurity Cnline

Wisconsin University of Wisconsin, Stout B.Sc. in Cyber Security In person

Minnesota Metropolitan State University B.Sc. in Cybersecurity 1In person
Metropolitan State University B.A. in Computer Forensics In person
Rassmussen University B.Sc. in Cyber Security Oniine
St Cloud University B.Sc. in Cybersecurity In person

[linois  Illinois State University B.Sc. in Cybersecurity In person
Loyola University B.Sc. in Cybersecurity In person
Northeastern University B.Sc. in Cybersecurity In person
Roosevelt University B.Sc. in Cyber and Information Security In person
University of Illinois, Springtic B.Se. in Information Systems Security Int person and online both

Indiana  Anderson University R.Se. in Cybersecurity In person
Indiana Tech B.Se. in Cybersecurity In person
Indiana University, BloomingtoB.Sc, in Cybersecurity and Global Policy In person
Indiana University Purdue UnivB.Sc. in Cybersecurity In person
Indiana Wesleyan University  B.Se. in Cybersecurity Online
Purdue University B.Se¢. in Cybersecurity In person
Purdue University, Netthwest  B.Sc. in Computer Information Technology: Cyber In person
Taylor University B.Se. in Cybersecurity In person
Indiana State Univeristy B.Sc, in Cybercriminology and Security Studies  In person

Midwestern Cybersecurily Degrees

A comparison to similar programs shows a remarkable diversity of thought. Like other programs,
the proposed degree would concentrate on cybersecurity fundamentals. However, unlike other
programs at state level, the interdisciplinary nature of the proposed program aims to serve IT,
financial, research, healthcare, law enforcement and defense organizations through its specialized
concenftrations.

The program will require one of three concentrations: Software Security, Al in Cybersecurity, and
CPS Security. The need for a software security concentration is evident. CPS speaks directly o the
automotive industry, which is so impartant to the area Oakland serves. Al in cybersecurity strives
to meet national security challenges for government and private organizations, while multimedia
forensics serves to fill needs at law enforcement agencies and social media. The core and electives
provide graduates not only to those organizations but also the IT and financial sectors.

Four new classes will augment the existing offerings in these concentrations. In addition, two new
core classes will be added, an introductory class and Digital Forensics in order to both satisfy ABET
requirements and to lay a foundation for more advanced classes.

Nationally, major institutions are starting to offer Cybersecurity programs: Purdue, Texas A&M,
Rutgers, and Syracuse, to name a few. As one of the fastest growing fields, Cybersecurity programs
will only increase. It is past time to address this opportunity in Michigan. Students seeking degrees
in Cybersecurity will flock to the few institutions that offer them.

11
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ACADEMIC UNIT

How Program Supports Goals of tha Unit
The BS in Cybersacurity Program will:

# Produce competent Bachelor of Science (BS) students to meat the cument and futuristic
global and national cybersecurity challenges. These siudents will significantly improve the
raputation of Oakland University by exemplifying their technical skills, leadership, and
professionalism.

+ Develop an innovalive program that is marketable to governmental and private industry
agencies. Automotive, healthcare, defensa, and financial-ralated organizations are in dire
need of a skillful cybersecurity workforce,

+ Attract qualified faculty with cyber-sacurity specialties.

s Increase enrollment lo undergraduate students with career goals in cybersecurily.

# NMeet the staffing needs of the industry,
This program will require experienced faculty with expertise in information and network security,
compuler programming, and software engineering. These faculty members need experience

teaching, evaluating sludents’ leaming, supervising student research, and grading students’ work.
Current faculty with cybersecurity backgrounds will direct and facilitate development.

I hitps:/Veybered hosting. scm.org/wp-contentfuploads/ 2018/02 fnewcover_csec2017 pdf
12



Staffing Needs

The program would require two (2) new Assistant Professors and four (4) new Teaching Assistants
(TAs) over the period of the first 5 years, however these resources will be acquired gradually. One
Assistant Professor will be hired in the 2™ year of the program and a second will be hired in the 4"
year. The newly hired faculty members will eventually cover the seven new classes in this proposal
and additional sections of these existing courses; CSI 1420, €SI 2300, CSI 2440, CSI 2470, and
CSi 3660. Faculty in load will be required in the first and second years to assist with the new class
load until the new positions are filled,

One Ph.D. graduate assistant in the first year of the program will assist in additicnal sections of the
lower-level classes, e.g., CSI 1420 and CSI 2300. Two TAs will be needed in the 2™ year for new
sections of CS1 1420, CSI 2300, CSI 2440, CSI| 2470. In 3¢ year, three TAs will be required, and in
years 4 and 5, the services of four (4) graduate students will be needed to share the TA load as
more cybersecurity classes are offered.

For details see Appendix E.

Faculty Qualifications

The Department of Computer Science and Engineering currently employs several experienced
academic professionals who have the capability of teaching students, evaluating students’ learning,
monitoring students’ study progress, and directing and facilitating websites for courses. The
qualified Department of Computer Science and Engineering faculty include Dr. Mehdi
Bagherzadeh, Dr. Jingshu Chen, Dr. Debatosh Debnath, Dr. Huirong Fu, Dr. Marouane Kessentini,
Dr. Dae-Kyoo Kim, Dr. Anyi Liu, Dr. Lunjin Lu, Dr. Tianle Ma, Dr. Khalid Mahmood Malik, Dr. Hua
Ming, Dr. Md Atiqul Mollah, Dr. Guangzhi Qu, Dr. Sunny Raj, Dr. Julian Rrushi, Dr. Amartya Sen,
Dr. Ishwar Sethi, Dr. Mohammad-Reza Siadat, Dr. Gautam Singh, Dr. Steven Wilson, Dr. Lanyu
Xu, and Dr. Douglas Zytko.

For a list of faculty profiles, see Appendix A.

Impact on Current Programs

The BS in Cybersecurity Program will bring tremendous impact to the current degree programs at
Oakland University as follows:

e The proposed program will significantly increase the enrcllment of students who would like
to choose cybersscurity as their future career.

e The proposed program will develop a complete set of curricula of cybersecurity that
significantly improves the cybersecurity teaching and research capabilities at Oakland
University (QU). The newly developed courses will be available and beneficial to students
majoring in Computer Science (CS) and Information Technology (IT), Elecirical and
Computer Engineering {ECE) thus enhancing the existing BS programs offered by the
School of Engineering and Computer Science.

e The proposed program will further strengthen the pipeline that leads to the Master of
Science in Cyber Security (MSC) at OU, The curricula of the proposed program can be
cross-listed and shared with other relevant graduate programs.

» The proposed program will benefit a broader range of degree and certificate programs in
other departments and schools, which would like to educate their students with
cybersecurity concepts, principles, paradigms, technologies, and skills. Students in different
majors will either register for courses or take certificate programs offered by this program.

13



Classroom, laboratory andl/or studio space

Enrclliment in the core and foundation classes will be combined into the current undergraduats
courses of BS major in Computer Science and Information Technology. The bachelor students in
cybersecurity will register for classes, which currently exist, The specialty classes will require two
labs. The CSE department already has one lab in EC 554 which was made specifically with
Cybersecurily classes in mind. It features lab machines, carefully separated from internal and
external networks, designed lo help students get hands-on experience with diverse topics from the
perspective of defenders AND altackers. The lab cumently sees heavy use with CSI 4480,
Information Security Practices, but is expected to be heavily leveraged for new Cybersecurity
classes.

The second lab will also be developed which will be used to give lectures and facilitata hands-on
labs for new proposed cybersecurity classes. This lab will include new machines and servers
dedicated to cybersecurily instruction. See the Equipment and Supplies and Appendix E — Pro
Forma Budget, for more discussion on the specific equipment requested for the new lab.

Equipment

The program will require computer servers, deskiop PCs, equipment, and materials and supplies
io develop a second cybersecurity lab. The program will also utilize the online capabiliies currently
available at the Depariment of Computer Science and Engineering. See Equipment and Supplies
for details.

PROGRAM PLAN

Admissions Requirements
Generally, freshman admission to Oakland University is based on a combination of criteria:

s A completed Oakland University admission application. While an essay is oplional,
interested students may choose to include an assay for consideration.

e Cumulative high school grade point averages of 3.2 or above. Applicants with cumulative
grade point averages below 3.2, but above 2.5, may be admitted after consideration of the
quality of academic preparation. Scholarship awards are based on a student's academic
record at the time of admission. However, students may submit updated transcripts andior
test scores for scholarship reconsideration until the March 1 scholarship priority deadline,

» SAT or ACT scores are no longer required for the incoming classes of 2022, for students
with a minimum high school GPA of 2.5. You can find mare information regarding our test-
optional palicy here,

s MNumber and types of collage praparatory courses

e Positive trend of grades

Additionally, students must meet their state graduation requirements. First-year college students
interested in applying 1o Oakland University's Honors College should check their additional
admission criteria.

Wa strongly encourage students to follow a college preparatory curriculum that includes:
14



Four years of English

A minimum of three years of mathematics, including intermediate algebra
A minimum of three yvears in social sciences

A minimum of three years in biological/physical sciences

A minimum of two years in a foraign language

Dakland University does not require letters of recommendation as part of the application for
freshman admission.

Admission of individuals whose formal education has been interrupted for three or mora yaars, and
who would not normally meet other admission criteria, may be considered based on one or moe
of the following: sustained employment record, recommendations from employers, educators, and
other professionals; and standardized test results. An interview with an Oakland University
Admissions Adviser is required for such applicants to be considered for admission.”

Program educational objectives

In the course of their careers, graduates of the BS in Cybersecurity program will:

s  Work productively in the creation, maintenance, administration, and improverment of
secure computing systems and associated infrastructure.
Remain curment in their profession through lifelong learning, including graduate school.
Exhibit leadership and exercise their profession with the highest level of ethics, and social
responsibility.

Degree Requirements
To eam a Bachelor of Science degree in Cybersecurity students must complete a minimum of
128 credits and meet the following requiraments:

Ganeral education = Per University Requiremenis
Mathematics and sciences = 16 credits
Cybersecurity core — 26 cradits

Required professional subjects — 38 cradits
Professional tfrack — 12 credits

Professional electives — 6 credits

Proposed total: 128 credits

To enroll in 3000- or higher-level courses and o become candidates for the degree of Bachelor of
Sclence in Cybersecurity, students must gain a major standing. An application for major standing
should be submitied prior to intended enrclimant in 3000- or higher-level courses. Forms may be
obtained from the SECS Undergraduate Advising Office or from the SECS website.

To gain major standing in Cybersecurity, students must:

A) have an average GPA of 2.0 in the following mathemalics and science courses: MTH 1554, MTH
15565, MTH 2775, APM 2663, and STA 2226.

B) have an average GPA of 2.0 in the following cybersecurity core courses: CSI 1420, CSI 2300,

i |1I:I:|_.'|a.: .".-"n:|;4.H;|||¢1.L'e:|u_|"I'|:|[l.:l:'i.':-'-Iu-ﬂt|1[<_."'m'_-2|j__-"_ﬂ5jﬁhml:n:_"
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CSl 2310, CSI 2460, CSI1 2470, and CSI 2999,
C) have no maore than two grades below C in the courses listed in A and B above.

D) have not attempted any course listed in A and B above mora than thraa times. Students may
petfition to repeat a course a fourth tima.

E) have not repeated more than three different courses listed in A and B. Courses in which a W
(withdrawal) grade is recorded will not be counted.

Conditional major standing may be granted in the semester in which the student will complate
requirements A and B above.

Salisfactory complation of the program requires an average grade of at least 2.0 within each group:
mathematics and sciences, compuler science core, and professional courses (including required
professional subjects, professional electives, and professional track). Within professional courses
at most two grades below C are permitted, at most two different courses may be repeated, and a
total of three attempis per course is permitted. ™

Overview of Curriculum

Table1 illustrates the classes in the proposed degree program as they apply to the ABET
requirements for the BS in Cybersecurity program. In all, eight knowledge intensives defined by
ABET are covered: Data Security, Software Security, Componaent Sacurity, Connection Security,
Systems Security, Human Security, Organizational Security, and Societal Security are axplored in
depth over the curriculum. For 8 complete sample degree path see Appendix B. In the table,
coverage is completed in three levels, Introductory material is covered, allowing students lo easily
gain basic knowledge without overburdening. Main material covers the bulk of knowledge required
by ABET. Review topics may or may not be rehashed in later classes, in alignment with ABET
requirements of those classes,

The Bachelor of Cybersecurity degree provides students the opportunity to gain culling-edge
cybersecurity knowledge and skills with a solid theoretical foundation as well as a good
understanding of the social, ethical, lagal, and policy aspects of cybersecurity. This bachelor
program prepares students for a productive career in industry, lifelong leaming, and for graduate
study in Cybersecurity. The new degrae is strategically designed to build on the strengths of existing
computing programs on campus and produce well-roundad students with a balance batwaen strong
theoretical foundations as well as practical and hands-on technical skills. The program also includes
a strang professianal companent for the development of skills in technical communication, ethics,
and teamwork. The program was designed to satisfy not only ABET requirements, but also local
and national industry needs and student leaming parspactivas.

Students learn to deslign and develop trusted software systems by adopting best practices and
techniques in software development, manage and protect valuable computing infrastructure and
data assets in an enferprise environment, and develop next-generation cyber skills (o confront
emerging cyber threats. It will also offer industry specific skills relevant to cybersecurity based on
selected depth areas/conceniration.

Y hups/ fcaalogoakland cdu/ preview _program.phpreatoid=498poid = 8308
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Although most of the classes are offerad by the department of computer science and engineering,
howeaver, due to interdisciplinary nalure of cybersecurity, this program will involve collaboration from
Departments of Electrical and Computer Engineering, (ECE). Mathematics, Management of
Information Systemns (MIS), and Criminal Justice (CRJ).
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Table 1: Curricwlum Malrix for the Proposed Degree
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Course requirements {minimum of 128 total credits)

To earn a Bachelor of Science degree with a major in cybersecurity students must complete a
minimum of 128 credits and meet the following requirements:

General education

The General Eéi_ij.éé-tiar;héquirements are composed- oft_hreeparts qundations, Explorations, and
Integration. In addition, U.S. Diversity requirements must aiso be met. For details, refer to the
General Education section of the catalog. In order to satisfy both general education and other

program requirements, in some of the general education areas students should select from the
courses listed below.

Foundations:

+ Writing Foundations (WRT 1060)
+ Formal Reasoning (Satisfied by MTH 1554; see Mathematics and sciences)
Explorations: One course from each of the seven Explorations areas

Arts
Language and Culture
Global Perspective
Literature
Natural Science and Technology {Satisfied by an approved science elective with lab; see
Mathematics and Sciences)
+ Social Science
» Western Civilization (Satisfied by PHL 1310; see additional major requirements)
Integration:

* & & & &

+ Knowledge Applications (Satisfied by MTH 1555; see Mathematics and sciences)
U.S. Diversity:

« May be met by an approved course in the Explorations area.
Writing Intensive and Capstone:

+ Capstone {Satisfied by CS| 4999; see Required professional subjects)
¢ Writing Intensive in the Major (Satisfied by CSI 49989; see Required professional subjects)

o Writing Intensive in General Education {may be met by an approved course in the
Explorations area)

Additional Major Requirements:
All students must complete the following requirement.

s Professional Ethics: PHL 1310 - Introduction to Ethics in Science and Engineering

In order to graduate on-schedule without taking additional courses, it is highly recommended that
students meet with SECS Undergraduate Academic Adviser concerning the selection of all of their
general education courses.

Math and Statistics [ 16 credits]

« APM 2663 - Discrete Mathematics (4)
STA 2226 - Applied Probability and Statistics (4)
¢ MTH 1554 - Calculus | (4)
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o MTH 1555 - Calculus 1l {4)

Cybersecurity Core {22 crediis]

CSl 1420 - Introduction to C Programming and Unix (4)
CSI 2300 - Object-Oriented Computing {4)

CSI 2440 - Computer Systems (4)

CSI 2460 ~- Fundamentals of Cybersecurity (4)

CSI 2470 - Introduction to Computer Networks (4)

CS1 2999 - Sophomore Project (2)

Reguired professional subjects [43 credits]

CSl 3370 - Software Engineering and Practice (4}
CSl 3450 - Database Design and Implementation (4}
CSI 3660 - System Administration {4)

CS1 4240 - Cloud Computing {4}

CS1 4470 - Cyber Laws & Digital Forensics (4)

CSI 4480 - Information Security Practice (4)

CSI 4600 - Network Security (4)

CSI 4700 - Software Security {4)

CSI 4999 - Senior Capstone Project (4)

CRJ 3341 - Cyhercrime {4)

MIS 4180 - IS Risk Analysis and Security Controls Development (3)

Professional Electives [6 credits]

One of the following 2000 level 2-credit courses:

CSl 2320 - C++ for Programmers (2)

CSI 2330 - Immersive Python (2)

CSl 2340 - Ruby for Web Developers (2)

CSl 2350 - Programming in Visual C# for .NET Technology {2)

And one 4-credit class from following choices (A-C).

A) Any class in one of the depth areas not chesen as a primary specialty

B} Courses at the 5000 level, with instructer approvat.

C) Any 3000 or 4000 level class in Engineering, Cemputer Science, or Mathematics not
currently part of the Cybersecurity curriculum. Below are some suggested classes:

APM 2555 - Infroduction to Differential Equations with Matrix Algebra (4)
APM 3332 - Applied Matrix Theory (4)

APM 4333 - Numerical Methods (4)

APM 4334 - Applied Numerical Methods: Matrix Methods (4)

APM 4347 - Mathematics of Cryptology (4)

APM 4663 - Graph Theory and Combinatorial Mathematics (4)
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APM 4777 - Computer Algebra (4)

CSI 2310 - Data Structures (4)

CSl 3610 - Design and Analysis of Algorithms (4)

€Sl 4500 - Fundamentals of Operating Systems (4)

ECE 3720 - Microprocessors (4)

EGR 2400 - Introduction to Electrical and Computer Engineering {4)
MOR 2442 - Elementary Models in Operations Research (4)
MTH 2775 - Linear Algebra (4}

MTH 3552 - Complex Variables (4)

PHY 3250 - Biological Physics (4)

PHY 3260 - Medical Physics (4)

PHY 3310 - Optics (4)

PHY 3660 - Vibrations and Waves {4)

PHY 3710 - Foundations of Modern Physics {4)

Depth areas/ Professional track [12 credits]

ééiéct one of the fo[lowmg professional tracks

A)

Software Security Track

CSI 4390 - Software Verification and Testing (4)
CSl 4560 - Mohile Security (4)
CSl 4880 - Reverse Engineering and malware analysis (4)

Al in cybersecurity Track
CSI 4130 - Artificial Intelligence (4)

CSI1 4580 - Al for Cybersecurity and Privacy (4)
CSi 4590 - Multimedia Forensics (4)

C) Cyber Physical System (CPS} security Track

ECE 4731 - Fundamentals of Embedded System Design {4)
Choose two from following three:

€Sl 4520 - Industrial Control Security (4)
CSI 4720 - Automotive Security (4)
ECE 4780/5780 - Embedded Security {4)

Description of New classes

1-

C81 2460 - Fundamentals of Cybersecurity (4)

This course covers topics relevant to cybersecurity across many disciplines. Discussions
include the CIA triad, cryptography and privacy basics, hardware and software security risks,
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guiding principles and cybersecurity ethics. In all, eight knowledge areas are explored: Data
Security, Software Security, Compenent Security, Connection Security, Systems Security,
Human Security, Organizational Security, and Societal Security.

Catalog Description: This course covers fopics relevant to cybersecurity across many
disciplines. Discussions include the CIA triad, cryptography and privacy basics, hardware,
and software security risks, guiding principles and cybersecurity ethics. In all, eight knowledge
areas are explored: Data Security, Software Security, Component Security, Connection
Security, Systems Security, Human Security, Organizational Security, and Societal Security.

Prerequisite: none
Learning Objectives:

s Apply basic concepts such as Confidentiaiity, Availability, Non-repudiation, and
Information integrity

s Apply cryptography and privacy basics, hardware and software security risks, guiding
principles, and cybersecurity ethics

s Describe the secure communication protocols

e Apply the fundamentals of Data Security, Software Security, Component Security,
Connection Security, Systems Security, Human Security, Organizational Security, and
Societal Security

« Implement security defenses at system- and network- level

CSI 4520 - Industrial Control Security (4)

This course covers topics in cyber-physical systems security with focus on Industrial Control
Systems. The goal is to expose students to fundamental security primitives specific to cyber-
physical systems and to apply them toc a broad range of current and future security challenges.
Much of the course is taught with the focus on onre instance of cyber-physical systems -
(ICSs). Topics include introduction to cyber physical system (CPS), Machine to Machine
connectivity protocols, Introduction to CPS Security and Privacy, basics of Control
Systems, Introduction to Industrial Conifrol Systems And Operations, Industrial Network
Design and Architecture, Power Delivery Systems, Attack Models for CPS, Industrial Network
Protocols, cyber-attacks on Industrial Control Systems and their analysis, Securing industrial
Control Systems, cryptographic solutions for secuting the cyber physical systems, and privacy
in Cyber-Physical Systems (e.g. smart grid)

Catalog Description: Topics in cyber-physical systems security with focus on Industrial
Control Systems. Exposure to fundamental security primitives specific to cyber-physical
systems (CPS). Topics include: Introduction to CPS, Communication and Threat Modeling,
Industriat Network Design and Architecture, Power Delivery Systems, CPS Cryptography and
Privacy (e.g. smart grid).

Prerequisite: CSI 4420 and Major Standing.

Learning Objectives:

+ Describe and analyze Industrial control system (ICS) architectures from
a security perspective
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« Analyze and reverse engineer major [CS network communication protocols and
ICS application code

« Describe and reverse engineer Human Machine Interaction applications

« Describe the anatomy and implementation of attack such as malware and defense
techniques that apply to ICS

» Design and implement a defensive deception capability for ICS

CS| 4560 - Mobile Security (4)

This course provides a general overview of the security and privacy aspects of mobile
computing. In particular, this course covers the challenges, vulnerabilities, threats, and
possible countermeasures for mobile computing, edge/fog computing, loT, and artificial
intelligence. Possible topics include, but are not limited to, mobile vulnerabilities, mobile
malware, smartphone security, secure mobile app development, data privacy, biometrics-,
multi-factor-, and codependency-based authentication and vulnerabilities, mobile location
privacy, authentication in mobile devices, and secure apps communication. In addition to the
lectures and the most recent research papers, this course emphasizes “learning by doing”,
and requires students to conduct a series of labs and projects. Hence, the students will gain
practical experience and enhance their understanding of the security and privacy of mobile
computing.

Catalog Description: This course provides a general overview of the security and privacy
aspects of mobile computing. Topics include, mobile vulnerabilities, mobile malware,
smartphane security, secure mabile app development, data privacy, biometrics-, muliti-factor-,
and codependency-based authentication and wvulnerabilities, mobile location privacy,
authentication in mobile devices, and secure apps communication.

Prerequisites: Major standing and CSI 2470.

l.earning Objectives:

+ Understand the fundamentals of mobile security such as telecom protocols and
vulnerabilities; mobilefioT network security; security and privacy in edge computing;
mobile application security; and location and activity privacy.

¢ Analyze security issues faced by mobile application developers, embedded system
builders, and smart system designers.

+ Understand common mobile application security vulnerabilities

+ Define the security controls of multiple mobile operating systems

s Apply the principles of protection strategias and the best practices

CSI 4580 — Al for Cybersecurity and Privacy (4)

Study of Al and machine learning algorithms customized for cyber security problems such as
intrusion detection, malware classification, or network analysis. Topics include fundamentals
of common machine learming and deep learning algorithms, intelligent threat detection and
analysis, user behavior analytics, machine learning in hacking, privacy-preserving machine
learning, transparency in machine learning, fairness of machine learning, and automated
cybersecurity systems. It will also cover adversarial machine learning and countermeasures
through real world problems and datasets. Hands-on lab components will also be developed.
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Catalog Description: Study of Al and machine learning algorithms customized for cyber
security problems such as intrusion detection, malware classification, or network analysis.
Topics include fundamentals of machine learning and deep leaming, intelligent threat
detection, user behavior analytics, machine learning in hacking, privacy-preserving machine
learning, adversarial machine learning and countermeasures.

Prerequisites: CSI 4130 and Major standing.

Learning Objectives:

s Apply Al technologies including machine learning and natural language processing in
an attempt to help in understanding their role in cyber security

¢ Describe basic concepts for statistical modeling, including principles for medel
selection for supervised and unsupervised learning tasks in the context of
cybersecurity.

¢ Select the most appropriate modeis for various cybersecurity scenarios, such as
malware classification, botnet detection, and intrusion detection.

+ Detect and defend against adversarial attacks on machine learning models in
cybersecurity settings at both training and test times

» Identify and understand means of navigating legai and ethica! challenges that emerge
from gathering data about human subjects and using it to build machine-learning
models

CS1 4590 - Multimedia Forensics (4)

This course will introduce current state-of-the-art in digital multimedia (audio, videc, images)
forgery creation including generative adversarial attacks, its impacts on multimedia
tampering, and digital multimedia tamper detection techniques using various statistical and Al
techniques. It will also cover attacks on biometrics measures and countermeasures. Lastly,
this course will also cover covert communication methods such as steganography and covert
channel detection method steganalysis. Hands-on experience will be provided in various
aspects of muitimedia tampering and analysis and detection through the numerous
assignments, labs, and projects.

Catalog Description: Introduction to current state-of-the-art digital multimedia (audio, video,
images) forgery creation and digital multimedia tamper detection techniques using statistical
and Al methodology. Biometric measures and countermeasures, Steganography and cavert
channel detection. Various aspects of muitimedia tampering and analysis and detection will
be explored through assignments, labs, and projects.

Prerequisites: CS| 4130 and Major standing.

l.earning Objectives:

e Describe technigues of digital tampering and multimedia tamper detection
« Describe information hiding technigues such as digital watermarking, steganography,

and fingerprinting

o To apply emerging information security tools to detect covert channels in the digital
media

« Hands-on experience to design and develop tools for digital multimedia forensic
analysis
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« Hands-on experience to design and develop tools for covert communication detection:
steganalysis

6- CSIl 4720 - Automotive Security (4)

Study of key theoretical concepts that emphasize automotive cyber security, assessment of
security flaws and threats in vehicles, quality, and risk management of vehicles, explore
different types of cyber-attacks on vehicles from physical to remote, and measures needed fc
protect vehicles from cyber threats. Real-world case studies will be given as a term project.
Hands-aon lab compenents will also be developed.

Catalog Description: Study of key theoretical concepts that emphasize automotive cyber
security, assessment of security flaws and threats in vehicles, quality, and risk management
of vehicles. Explore different types of cyber-attacks on vehicles from physical to remote, and
measures needed to protect vehicles from cyber threats. Real-world case studies will be given
as a term project,

Prerequisites: Major standing and CS| 4420.

Learning Objectives:

« Describe various types of bus protocols, communications in vehicles, and In-
vehicle infotainment system

« Apply knowledge of potential cybersecurity threats for automotive systems, threat
modeling, and their identification in the automotive industry

« Apply knowledge of various methods of attacking vehicles including ECU hacking
and the roles of software and firmware in the hacking process

« Describe the fundamentals of attacking connected/automated vehicles and
understand the potential for attacks on automated vehicles

« Apply knowledge of penetration testing of automated vehicles and hardening of
various vulnerabilities

« Designing various cryptographic and Al mechanisms to achieve confidentiality,
integrity, and authentication in automated vehicles

CS$1 4880 - Reverse Engineering and Malware Analysis (4)

Study of software and hardware reverse engineering and malware analysis. Topics include
principles of reverse engineering, reverse engineering fools and techniques, sandboxing,
simulation methods and instrumentation, anti-reverse engineering techniques, static malware
analysis, dynamic analysis, threat analysis, and automated analysis.

Catalog Description: Study of software and hardware reverse engineering and maiware
analysis. Topics include principles of reverse engineering, reverse engineering tools and
techniques, sandboxing, simulation methods and instrumentation, anti-reverse engineering
techniques, static malware analysis, dynamic analysis, threat analysis, and automated
analysis.

Prerequisites: CS| 3660 and Major standing.

Learning Objectives:
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8-

Describe the fundamentals of the Assembly languages and program compilation
Apply the fundamentals of the binary code and ELF/PE data representations

Apply the fundamentals of disassembly and common disassembly algorithms
Apply the fundamentals of static binary and dynamic execution analyses
Recognize commaon malware behavior (e.g., control flow hijacking)

Apply the fundamentals of anti-reverse engineering and obfuscation and cvercome
their common technigues

s Apply the fundamentals of return-oriented programming

« Apply the fundamentals of runtime memory forensics

« Recognize and identify behavioral detection signatures

. & » & & »

ECE 4731 Fundamentals of Embedded System Design (4)

This course will discuss an introduction to embedded systems. Topics include microcontroller
architecture, operating systems and kernels, instructions, firmware, and the study and
development of embedded systems in C using a modem microcontroller {e.g., Microchip
PIC32), with common embedded applications using analog inputs/outputs, sensor/actuator
interfaces, digital signal processing/filtering, communication standards, PID feedback control,
and brushless/stepper motor sizing and control. Students will complete a final project involving
system specification, functional partitioning, trade-off analysis, component design, integration,
and performance evaluation

Note: This course will be cross listed with the current ECE 5731 (which serves a similar
purpose} and the course description and title will be updated to match the proposed ECE4731.

No new rescurces are needed for this course.

Catalog Description: This course will discuss an introduction to embedded systems. Topics
include microconftroller architecture, operating systems and kernels, instructions, firmware,
and the development of embedded systems in C using a modern microcentroller in a variety
of real-world applications. Students will complete a final project involving all aspects of
embedded systems design.

Prerequisites: CSI 2440 and Major Standing.

Learning Objectives:

« Analyze combinational logic circuits and describe finite state machines

« Write, analyze, and debug embedded C code.

« Research and select appropriate sensors and actuators that meet design
requirements

+ Use analog and digital micrccontroller /O ports as peripheral interfaces

« Implement closed-loop feedback control software on a microcontroller

« Effectively use modern embedded systems development fools and equipment

« Work constructively with others to design, analyze, debug, and present an
electromechanical system subject to specific constraints

ECE 4780/5780: Embedded Security (4)

This course covers fundamental topics in embedded cybersecurity in hardware, system-on-
chips, printed circuit board design, embedded 1P, microcentrollers, memories, and FPGAs.
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Topics include attacks, wvulnerabilities, and hardware countermeasures, including reverse
angineearing attacks, hardware trojans, fault injection, timing attacks, counterfeiting, instruction
and logic level obfuscation, electromagnetic side-channel attacks as well as threat modeling
and pratections. Students will participate in hands-on leaming in laboratory experiments.

Catalog Description: This course covers fundamental topics in embedded cybersecurity in
hardware, system-on-chips, printed circuit board design, embedded IP, microcontrollers,
memaorias, and FPGAs. Topics include attacks, vulnerabilities, and countermeasuras in a
variety of hardware scenarios, as well as threal modeling and protection sirategies.
Experiments in a lab setling round out the experience.

Prerequisites: CSI 2440 and Major Standing

Learning Objectives:

« Real-time security implementation using hardware approach

« Security challenges in loT and automotive applications

= Timing of algorithms, power consumption analysis for detection
« Securily Gateways and network security

« Modeling and testing of hardware-based security

Note: The Department of Electrical and Computer Engineering will provide the teaching
resource for this course. Mo additional resources are requested.

Support of Other Departments and Academic Units

Support for the proposed degree from other departments at Oakland has bean very good, with
letters from the Department Chairs of Philosophy, Mathematics, and Criminology, and Managemant
Information Systems, partners in the proposed degree, responding. For specific letters of support,
pleaze refer to Appendix D,

Source of Students

Based on the study of national trends and related programs in Michigan and the surrounding
states, it is expacted that the program will attract many new students. Meanwhile, we anticipate
that some students may transfer from C3, IT, CE, and EE majors. These are usually students
with strong interast in Cybersecurity, The proposed new major would help retain these students
by providing them with additional options. There are 13 related Bachelor's degreeas in Michigan
and 23 degrees in the surrounding states. Some students looking for a carear in cybersecurity
may transfer to other universities if Oakland University fails to offer this degree.

We also anticipate that this program will ba of intarest to students with more than one major.

For students who are not in the C5 and IT or other majors (such as Computer Engineering or
Electrical Engineering majors), they are likely to gravitate to the minor in Cybersecurily.
Therafore, this program is expected to increase new enrollment as well as help refention by
providing students with additional options on cybarsecurity.
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Recruiting
s Dpan House

= Radio

# Flyers

= Affiliating agencies

e Mailing lists

¢ Mewspapers and journal adverlisement

e SECS and CSE web pages

Expected Enroliment

The undergraduate enroliment for both Computer Science and IT students, as shown in figures
below, has been on a steady and healthy rise at the Department of Computer Science and
Engineering, in the past seven years. Based on these numbers and their upward trends, it is
expactad that this program will anjoy a similar initial enroliment and continuous steady growth
after its initial offering.

Enroliment numbers for the new program can be found in Appendix E. These numbers ara
cautiously optimistic and depand greatly on the program's start date and degree of promation.

Computer Science Enrollment Year Over Year
. Fall . Winter
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All, Computer Science, and IT Enrollments
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IT Envollmenis
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Academic Advising

Student retention is critical to ensure self-sustainability and high quality of the program. The
program will strive o retain a high-quality student enroliment by implementing the following
retention plan:

Set up mentoring for new students to ensure they have clear undarstanding about the
curriculum and milestonesirequirements for the successful completion of the program.

Early identification of students wha are perfarming poorly in the program and make sure
appropriate support is presented to these students,

Ensure sufficient academic advisory to students by coordinating efforts of both the faculty
and the academic advisors

Hosting regular cybersecurity seminars: bring axperls to campus to update students the
state of the art in the area

Encourage students to altend professional societies such as IEEE and ACM and participate
in activities held by student-organized study groups such as CyberQU.

Pravide professional development opportunities and internships for students who are close
to their graduation.

Halp potential employers who may be interesled in the graduates of the program to know
our program and graduates better by holding cybersecurity job fairs and workshops

Help graduates to market themselves in their job placement by hosting their resuma and
homepage on the department’s website
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NEEDS AND COSTS OF THE PROGRAM

MNew Resources Neaded for the Program

A proposed budget for new computer servers, deskiop PCs, equipment, and materials and supplies,
is discussed in Egquipment and Supplies.

Source of New Resource

The cost of the program initially will be covered by an increase in tuition revenue. In addition,
scholarships and grants from the Mational Security Administration and National Science Foundation
ara expacted.

Budget and Revenue from Program

Tuition revenue projections are based on the pro forma budget analysis in Appendix E for each
yaar in the degree program. The number of credits times the number of students in each year
equals the tuition revenue for each year of the pro forma budget. Tuition revenue for 90
Cybersacurily students reaches a steady state in year 4. It should be noted that tuition numbers are
conservative as they are taken from lower-level tuition only. A 3% tuition increase per annum is
also assumed.

Expenses include salaries and operating expenses. Salaries include full-time faculty (three
assistant professors) and one full-time clerical technical support. The three new faculty members
assist 1o develop and teach elght new classes and to teach new sections of the following offerings:
CSI 1420, CSI 2300, CS1 2440, CSI 2470, and CS1 3660. In the first year, facully in load is added.
Support for one PhD graduate assistant in the first year and three thereafter is also offered for
consideration. In years 4 and 5, in addition to three PhD graduate assistants, services of three
Master-level students were also requested.

Oparating expenses include supplies and services, travel, library, and Graduate tuition. Travel,
including faculty travel, includes attendance at state and national meetings. Operating expenses
for supplies and services, equipment, maintenance, and the library are described in the following
sections. A budget for equipment upgrades is added to the budget in year 4,

See Appendix E for pro forma budget.
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OAKLAND

UNIVERSITY.
Liberasis
Mowember [, 2021
Ta: Khakl Mehmood Malk, Assocmbe Professor, Departricnt of Compuler Scicnee
and Engieermg, School of Engnecrng and Computer Science (SECS)
From: Helen Leverson, Assccibe Professor ond Colliection Developmient Librarmn,
Unversity Librarics
James E. Van Loon, Assstan Professor and Lason Libraran to SECS,
University Liwarks
Re: Library collection evakmiion for proposed B8, program in Cybersecurity

In developing this collction evakmtion, we reviewed ithe demll proposal for the bachekr's
progrum i cybersecuriy, os wel as tile Eis of core joumak and resources m the feld, We ako
referred o the 2014 collbetion evabminn dose n support of the proposal for the masters
program i cybersecarity. Ovenll, the Bbrary & wel-positioned to suppost the proposed
bachelor’s prograny ooy @ fw resources approprive for undergduate wse should be added o
strenglhen the colection @ subject aress relded b pew course olferings. Below & a brel
description of the resowces camently availible, those that should be acquiresd, and a fve-year
cosl cstmabte I suppoart of this proposed program.

Joamals and Conference Proceedings

Currently, the Bary subscribes to the [EEE Library, which inchudes ol journak, procesdings
and siandards prodioced by the 1EEE, as well as joumal fom [EE The by abe maniaics
onfne pocess o all Assocmton of Compuing Machinery (ACM) joumak, magarines,
transactiors and confbrence proceedings ibrough the ACM Digiinl Librury. The ACM and I[EEE
digiial Ehrarics, alosg wih the Bvary's cumenl subseriptions ko the Springer publsher packape
ond 1o Ekevier's Science Direct and Sciencel¥neet Freedom Colections, provide fill-iest sccess
i maost of the joumal and procesdings Bemiure, Our review of tbe major jourmak (Appendin A)
and major procesdings (Appendix B) kad w 1o conchde that the bbrary's cument holdings for
jourmaks and proceedings woukl provide strong support for the new BS program.

Indexes

Ta access e poumnal and conftrerce lberature n compuler scienee, the Universify Libranes
maintain subscriptions (o o mumber of onfne ndexes. The most important of these ane Scopes

i ok lussd Uadiwreity Lbmnites | Rorogge Dby | 100 Lilwaiy Dhisw | Rosthaesins M0 48595
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{Fom Ekevier), Compenden {8 bibbographic mdex to jounak and conference procesdmgs in
engincering and computing Eom 1969 ko the present, scosssed (brough Engincering Willage), and
Science Ciation Index (avalbk cnline through the Web of Science phitform) which ndexes
journals Eom 1980 to present n the sciences. The kbrary abo provides espeas to Agplied
Seience and Techalbgy Source, which covers both scademic and tmde jowmal Berature @
science and lechnology. Other inportant resoarces inchede Crmnal hstee Abstracts, which
covers kegal and efhical aspects of cybercrine and cybersecmily, and ProQuest One Busingss,
which provides fall-texi sccess © a number of MIS-rebried joumk. No addibional ndexes ane
netded 1o suppant the progmm adequately,

Monegraphs and Reformnee Sources

The Bheary purchases the complete colection of Springer eBooks each year, which mchades the
essentinl book series Lecture Notes i Conputer Science and other book and book series,
fodalng more than 29000 vokmes relabed io compuer science, Beyond the Sprnger eBook
collection, the Bhrary punchases ooy a missmal member of books relaied fo computer secunty.
Table | shows the lbrary's hoklings (lotal and recently scquired) m the Library of Congreds
subject chasficalions mosl relevanl 1o cybersecariy.

To ensure thal the Lbmnes' monographic collection adequately supponts (he new proposed
bachelors” degree program, we reconmend the purchase of spproximaiely Bve ebocks each year
m the subjeci areas treated by the new couwrses in the BS prograng these nuierak would be
selecied oi o kevel appropriate for undergrachsie e,

Tobk 1: Totl monograph tikes and those soquired within e kst
fve years, subjects relsted to the proposed B.S. in Cybersecurity

i call rumber Subjec Tutal nursber of | Hember of books
books cwned | sequined within the
Rast five years
OATESALS  [Access conbrol. Computer pecurlty 1ERY 553
THS105.5% Cosripistin network iscuity 2313 T
HYE079,085 Coerpastier orlmaes. Digital forenalicy £ 1] ik
QATES.0004  |Database security n &
HO¥0 38 Commpauiier network secerity 18 5
GATE TE.CRE Commpuber vinses 15 E
HVB778.15.C07 |Cyberterrorinm 3 3

Cublamd Uatvormap L | Roogs Lileary | 190 Lilwiry Dvve | Bochor SF @817
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Library Budget Request

Appendix C provides cost estimates for new resources needed to support the proposed bachelor's
level program: finding to purchase approximately Bve ebooks on topics related to new course
conient each year {average current cost for these monographs iz $145), with additional finds in
year one 1o purchase important reference works and to supporl a small amount of retrospective
colection development of previously published but essential materiak. Because this program
will rely heavily on existing fbrary resources, we have ako inchided funding to cover
anlicipated annual inflationary cost increases for the lbrary’s curent journals and research
databases {gstinated at ten percent per year) in compuler science. Without additional fuding,
the lbrary cammot guarantee t(hat we will be able 1o contimse to subscrnibe 1o ow current
resources. Therefore, we ask that (he bbrary be given fimds each year to assist us in confinuing to
subscribe to these necessary resources for computer science fcully and students,

Cnbfead Weversts Lileaedes # Reegge Lilraey - Uer il Prive | Roclesior M 8509
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Appendlx A

Major Cybersecurity Joumals

infarenation Security lournal: AGlobal Perspective
International Journal of Computer Science and Hetwork Security
international tournat of Information Securlty

.!nl.ernaﬂ onal Journat of Information Security and Privacy
International Journal of Networking and Security
International aurnat of Carmmunication Networks and informaon Security
International lournat of Cyber-Security and Digital Forensles
IT Professtonal

Journz! In Computer Virology and Hacking Techniquas
Jaurnal of Computer Security

Journal of Cryptographic Engineering

Journal of Cryplology

Journal of Grld Computing

Journal of Infarmation Security and Appltcations

Journa! of Hetwork and Computer Spplications

Journal of Strategic Information Systems

Knowledge and Informatlon Systems

Lecture Notes In Computer Sclenge

Netwaorks

Wetwark Securily

Security and Communication Netwarks

Sensors [Basel, Switzerland)

Wireless Metworks

Chanlaend Lindveziny Lileat idwsey

“faylor & Francls

LCSNS
Springer

16 Global
Indesscience
Kahat UP
SDIWC

JEEE leL

Springer
tOS Press
Springet

:Sprln par

springer
Elsevier
Elsevier
Elsevier
Springer
Springer
Wiley
Elsevier
Hindawi
ORI

Epringer

Title Publisher QU Access
ACKA Transactlons on information and System Security ACM yes
ACM Transactions on The Web ACM yes
Ad Hoe Networks Elsevier yes
Appled Sciences (Basel, Switzerland} .MDPI no
Appiled Soft Computing fournal Elsevter yes
Computer Communications Elsevier yes
.Cornputer Fraud & Security Elsevler yes
Computer Law & Securlty Review Elsevler yes
Computer Networks Eisevier yes
Computers & Securlty Elsevler yes
Designs, Codes and Cryptography Springer yes
JEEE Access |EEE tel YES - Open access
IEEE ACM Transactions on Networking 1EEESACM yes
|EEE Internet of Things lournal 1EEE el yes
IEEE Sequrity & Privacy |EEE |aL yes
IEEE Transactians on Dependable and Sacura Computing JEEE lel. yes
IEEE Transactlans an |nformation Ferenslcs and Security IEEE ial yes
JEEE Transactians on Smart Grid IEEE el yes
TEICE Transactions an infarmation and Systems IEICE no
|ET information Sacurity IEEE faL yes
Infarmation and Computer Security Emerald 12 month embarge
‘Information Scientes Elsevier YES

18 month embargo
yes - open access
yes
no
ne
YEs
yes - OpEN AcCess
yes
yes
he
yes
yes
yes
yes
yes
Yes
yes
yes
yes
yes
yes
ne
yes

TN Cilean Deive | Rechesce MI4x00
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Appendix B

Major Cybersecurity Conference Proceedings

Title Publisher OU Access
ACSAL - Annual Compular Security Appilcations Conlerance AL b 5]
ARES - Internatienal Confarence on Avallabllity, Rellabillty ang Security ACM yes
ASLACRYPT - Theary and Appllcation of Crypteiopy and information Securlty Springer yes
CCS - S1GSAC Conference on Computer and Communleations Security ACM yes
CHES - Cryptographlc Hardware and Embedded Systems Springar yes
CRYPTO - international Crytolagy Conferance Springer yes
CSClond - Cyber Security and Cloud Computing IEEE yes
CSFW - Compulter Security Foundations Workshop IEEE yes
C5Net - Cyber Securlty bn Netwarking I1EEE yes
Cyber 5A - Cyber Situational Awareness, Data Analytics And Assessment IEEE yes
Cyber Security - Cyber Security 2nd Protection of Digital Services IEEE yes
CyCon - Cybar Conflict IEEE yes
DS - Dependable and Secure Compuling IEEE yes
EdgeCom - Edge Computing and Scalable Cloud |EEE yes
EiSIC - European |ntelligence and Security informatics Conference |EEE yes
ESORICS - European Symposium on Research In Computer Secortty Springer yas
EUROCRYPT - Theory and Applieatlon of Cryptagraphic Technigues Springer yes
ICALCC - International Conference on Ant-Cyhbet Crimes IEEE yes
|1CCST - Inlernationat Carnahan Conference on Secur|ty Technol ogy JEEE yes
ICCWS - Internationa? Conference on Cyber Warfare and Secur(ty JEEE, yes
ICITBS - Intel lIgent Transportation, BIg Data & Smart City IEEE yes
IC554 - internalional Conferance on Software Security and Assurance IEEE yes
ICTSM45 - internat of Things: Systems, Management and Seturity IEEE yes
15} - Intelligence and Ser.uritylﬁl’ormatlcs {EEE yes
MobiSecSery - Mobile And Secure Sarvices {EEE yes
NOSS - Network and Dlstributed Systern Sacurlty Symposium Cpen Aaccess yas
SecDey - Cybersecurity Development |EEE yes
SIGCSE - Technical Symposium on Computer Science Education ACM yes
SIGITE - 51G Canference on information Technology Education ACM yes
SIQT- Secure Internet of Things IEEE yes
SP - Security and Privacy IEEE yes
SPAC - Securlby, Pattern Analysis, and Cybernetics IEEE yes
SPW - Security and Privacy Workshops IEEE yes
SS1C - Security of Smart Cittes, Industrial Control System and Commurications  [EEE yes
USENIX Securlty Sympostum OpEn access yes
WIFS - Workshop on Information Forans|cs and Securll:.\,r IEEE ¥Es
WiSeq - Conference on Securlty and Privacy In Wireless and Mobile Network ACM yes

thakiaad I...‘-1.1iva..i.il_\- Lubraties ! [\u\g{. .i._ibtarg l]f 1.‘11‘.1!_\‘[)‘“':'{‘.' .| Ruschicss: !



Appendix C
Library Budget for Proposed B.5. in Cybersecurity

Yearl Yearl Yeard Yeard Year 5
783 § BI5 5 513 S 986

Monographs & electronic reference titles 5 1,75 &

Support for current resources’ $ 2,800 % 3,080 § 3388 5 3727 % 4,100

$ 4525 S 3863 5 4234 6 4640 § 5086

Total

'Purchasz of 5 eformat monographs per year, with 3 8% annual inflation rate in years 2-5. Additionaf eresaurces in year 1 only.

Reflects a 10% annual inltation rate.

ce: Polly Boruff-Jones, Dean of University Libraries
Amanda Nichols Hess, Universily Libraries Representative to University Semate

b ! El'.l.t\."tl‘uill\ Librazies § Beeespe L3lray | 100 Libeaoy Deive | Bovhesr MI2g560
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IMPLEMENTATION PLAN AND TIMELINE

The proposed start of the program is the Fall 2022 semester, and a search for new faculty per the
pro forma budget and plan is expected to commence at that time, although new faculty is not
expactad to start until the second year of the program.

PROGRAM DELIVERY METHOD

The program will be offerad in person only.

If your proposed new program has a delivery method of aither fully onling (50% or more of tha
coursas have content that is 75% or more online) or blended (50% or more of the courses have
content that is 10%-74% online), pleazse contact the e-LIS department before confinuing through

this process —elisfoakland.edu
| have met with e-LIS prior to completing this proposal:

. Yes
X Mot applicable
ASSESSMENT OF STUDENT LEARNING

The assessment plan was submitted to OIRA and the commities was advised that the documents
would be reviewed after the degree proposal is accepted by the School of Engineering and
Computer Science.

EXPECTED CAREER OPTIONS FOR GRADUATES

As praviously mentioned, per the Bureau of Labor and Statistics there is expected to be massive
growth in the sacurity sector through at laast 2031. With the exponential increase in cyberattacks
in tha last few years, industry in all areas is scrambling to cover this vital area.

Employment post-graduation is expacted to be heavy in the automotiva, banking, healthcare, and
govarnment sectors. The auto industry in paricular has shown interest in the proposed degree’s
concentration in CPS Security. As we move into an age of autonomous vehicles the need for
qualified cybersacurity candidates in the auto industry will be of paramount importance, and with
this concentration, not offered in any other program, new graduates will be excellently positioned
ta fill these roles.

The need for information securty and transaction security is well documented, and the banking and
healthcare sectors are in dire need. Laslly, the importance of well-prepared cybersecurity
professionals in all areas of the government cannaot ba overstated.

In addition, graduates will have the option of the continuation of studies in Oakland's Master af
Cybersecurity program.
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EQUIPMENT AND SUPPLIES

We reqguest computer servers, desktop PCs, equipment, and materials and supplies for this B.S. in
Cybersecurity program. The detailed budget is listed below:

s Three (3) cluster servers: This includes two cluster servers facilitating faculty’s teaching
activities and students’ hands-on practice. The approximate cost per server is $20,000. The
total approximate cost is $60,000.

¢ Forty (40) desktop PCs {the display is included): This includes the PCs that will be installed
in the student lab. The approximate cost of one deskiop PC is $700. The total approximate
cost is $28,000.

e Equipment: This includes network equipment, such as routers and projectors. The total
approximate cost is $1,000.

s Materials and Supplies: This includes expendable lab materials and supplies for setting up
and maintaining the everyday operation of the student lab. The total approximate cost is
$1,000.
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Appendix A - Faculty Profiles

Dr. Mehdi Bagherzadeh

APPENDICES

Dr. Bagherzadeh's website

Dr. Jingshu Chen

Dy. Chen's wabsite

Dr. Debatosh Debnath h'
Dr. Huirang Fu Dr. Fu's website
Dr. Marcuane Kessantini Dr. Kessentini's website
Dr. Dae-Kyoo Kim Dr. Kim's website
Dr. Anyi Liu Dr. Liu's wehsile |
Dr. Lunjin Lu Dr. Lu‘s website
| Dr. Tianle Ma Dr, Ma" i
Dr. Khalid Malik Dr. Malik's wabsite
Dr. Hua Ming Dr. Ming's website
Dr. Md Atiqul Mallah | Dr. Mollah's website
Dr. Nilesh Patel . Patal' ite
Dr. Guangzhi Qu Dr. Qu's website
Dr. Sunny Raj Dr. Raf's website
Dr. Julian Rrushi Dr. Rrushi's website
_Dr. Amartya Sen Dr. Sen's website
Dr. Ishwar Sathi Dr. Sathi's website
Dr. Mohammad-Reza Siadat Dr. Siadal's website
Dr. Gautam Singh Dr, Singh's website
Dir. Lamyu Xu Dr. Xu's wabsite
Dr. Douglas Zytko Dir. 's websi
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Appendix B - Sample Plan of Study

Fall | - 16 Credits Winter | - 17 Credits
FATH 1554 - Caleulus 1 (4] €Sl 2300 - Object Oriented Computing (4]
C51 1420 - Introduction to C Programming and | MTH 1555 - Caleulus 11 (4)

Uins (4] | Approved science elective with lab (5)

General education (4) General education {4)

General education (4)

Fall Il - 16 Credits Winter Il - 18 Credits

hath Elective (4] €5l 3660 - Systems Administration (4)

CH12440 - Computer Systems (4] €35l 2460 - Fundamentals of Cybersecurity (4)
General education (4) €Sl 2999 - Sophomaore Project (2)

€51 2470 - Introduction to Computer Networks | General education (4)

(4) General education (4)

Fall Il - 16 Credits Winter lll - 15 Credits

Math Elective {4) £S5l 3450 - Database Design and Implementation (4]
CRJ 3341 - Cybercrime (4) €51 4700 - Software Security (4]

51 3370 - Software Engineering and Practice Professional Track [4)

{4) MIS 4180 - |5 Risk Analysis and Controls Development
51 4480 - Information Security Practices (4] (2]

Fall IV - 16 Credits Winter IV - 14 Credits

C5l 4240 - Cloud Computing (4] 51 4600 - Network Security (4]

C5l 4470 - Digital Forensics (4) Prafessional Elective {2}

Professional elective (2) Professional track (4)

Professional track (4] CS1 4999 - Senior Capstone Project (4)

Professional elective il]



Appeandix C - Industry Letters of Support

Frowv: Frad Mitkess sl hfesadion coms

it ks, Pl 1, 3031 ol 17 P

Sl RE- |[EXTERHAL| Hidls il iha Deirciboenand off 3 B5 b Oyhariaety program o Oakisnd L
To: Lwnps v <tDaihoabiars s

Lngin, CySrsscurity i crical ta Gl and Bnding taienl in 8n orgaing chalesgs. W harve had grasi success i parinecing with Ciakisrsd Univeraiy for 1T Lalent sred & would ba

proat b goderd Bhad bo o oyba progesm.. The Servard in P isdusiry D soceads e sspply 00 Baving an undergradusle peegren ol DL would Ba & preet apporionity lod G4
el G i iy,

Tharka,
Frosd
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2\ ALTAIR

Lisdverally
School ol Enginaaring and

1145 Liwary Drive
Rochester, Mi 44300

1820 E. Big Bewvar Rd,
Troy, M £5083 USA

B 246 614 2400
it 248 614 2411

To wham & may cencem,

A an Oakland Ushmnity gradusls snd n hising masager ol Allsir Enginesring
(wesid-wide enginesring and sofiwan development firm based in Tray. Michigan)
I wie mxsited o bear nbout his posabie Majer in Cybamsacuriy! Having a multi-

dhciplnady pregram at Dakiand Unheorsily, sspecaly given your demonstrabed
shifes o innovale in instruction and misanch during the COVID-TE pasdamiz,

will b & tremendous develepment Tor fusinesses in WMichigan, regicnaly, and
phobalky.

Wiy firm, Altair Engineering, has o sireng inlemakip progeae and we hire
gradustes in masy Sekts. L many organtzasions, landing cybersecurty tsien is
Incrsasingly Gfoal plobally, and § is especislly challenging since our High
Pecformance Cempuiing fooipdnt, heavy use of Linux containers, and
umulanscusly processing many hypes of sensitve dala kad inle specalized
cybaracuriy mbads

| wirikd be glod I spent on Bshall of your progmm ba my nabeor. Plsass reach
ol I | ety hitlp B move his fonsard.

Whating you Happy Holdays and & very Happy Mew Year,

WMM

Jaltray " JeiT) Marracoind

Senior Vioe Prosident, Cioud Stralegy and Tedhrology
Alai Enginaaring, Ine.

[t el pom +ERMBIORETY
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November 8, 2021

Letter of Support for Emerging Program
Bachelor of Science in Cybersecurity
Computer Science and Engineering
Oakland University, Rochester, Michigan

To Whom It May Concern:

| am a current member of the Engineering Advisory Board and a member of its
Executive Committee at OQakland University. | have had the opportunity to participate in
development of a leadership class for undergraduate upper classmen and graduate
students in engineering. | have served with three engineering deans and three
university presidents. | am a former Executive Vice President at DTE Energy, and | am
currently the principal and owner of May Technology Group, a company that consults on
leadership, change management, and technical subjects.

| am pleased to support the development of the new Bachelor of Science in
Cybersecurity program to be offered by the Department of Computer Science and
Engineering (CSE). The university has the strength of 26 permanent full-time faculty, of
which | am aware, many teach and perform research in the area of cybersecurity. To
further strengthen the current offering of a Master of Science program in Cybersecurity,
the development of a new Bachelor of Science in Cybersecurity program is underway o
expand educational and workforce opportunities for its students.

The goal of the new Bachelor of Science in Cybersecurity program, as declared by
Oakland University, is to provide students with both a strong engineering foundation and
technical skills in the areas of security, privacy, and cryptography as applied to
information systems, networks, and software. The ultimate goal is one of contributing to
a better social, ethical and legal environment that continues to be pervasive in all
aspects of engineering, business and the community at large. This new program will
prepare graduating engineers o be capable of resolving future problems in security, the
internet, mobile devices, and the ever-increasing role of software applications.

| believe the need for the new Bachelor of Science in Cybersecurity program is current
and long lasting. The capability of the faculty and their facilities at Oakland University
are more than sufficient to lead the program to exceed expectations in the goals
articulated. Lastly, the department chair, the engineering dean and the larger university
is overwhelmingly supportive of this new program. | am pleased to add my support to
this new endeavor.

All the best!

Ron A. May, Doctor of Science Honoris Causa, Oakland Uiversity
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Appendix D - Departmental Letters of Support

AKLAN
UNIVERSITY.
»

Dopartisiend of Sochelogy, Anbropology,
Sochal Work & Urlmbnad Jusihe

Memarandum
Drste: December §, 2021
RE: Support for Proposed Cybersecurity Major
Ta: Lumjin Lu, Chalr, Compater Science and Enginesring
From: fo Reger, Chair, Sociology, Anthropalogy, Secial Waork and Criminal Justice

| am writing to support the proposed Cybersecusity major from the Department of Computer
Science and Engincering. | have reviewed the proposal and sgres to inglude our course, CRI
1341 - Cybercrime, a3 a required professional subject course in the major,

In addition, T would als like te suggest twe ndditional courses which could be offered ns
professional electives, Those are CRI 3340 - White Collar Crime and CRJ 3342 - Burveillance
Sochety, These courses could add valuable context to the work of cybersecurity for studenis who
o on to work in the field. Integrating these courses would aid the department in meeting their
goal of providing students with “a good understanding of the social, ethical, legal, and policy
aspects of cybersecurity.”

The cotalog copy for these two courses reads;

CRJ 3340 = White Collar Crime. Owerview of white-collar crime and deviance, corporate and
organizational crime, and political crimes both by and agains! the state, (4),

CRJ 3342 — The Surveillance Society. Explores the development and significance of surveillance
&5 & feature of modem seciety, how surveillance has changed ever time with the development of
new technologies, its presence in everyday life and different social instinations and contexts and
the degree to which surveillance enhances social participation or social control in socicty.
Identical with SOC 3860, (4)

In sum, [ support the proposed cybersccurity major and the inclusion of CRJ 3341 - Cybercrime.
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DAKLAND UNMIVERSITY
Callepe of Ans snd Sciences

DEPARTRMENT OF MATHEMATICS AN STATISTICS
Rchester, Michigan 48004479

December 13, 2021

Ta 'Wihom It May Concern:;

| am enthusiastically writing this letter on behalf of the Department of Mathematics and
Statistics to give our stromgest support for a Bachelor of Schence Degres in Cybersecurity &
propased by the Sehaol of Engineering and Computer Science (SECS). | believe s program in
Cybersecurity at Oakland University would be a great way to attract students] The specific
program proposed by the SECS would provide students in the Cybersecurity pragram with a
strong foundation in specific aspects of security, privacy, and cryptography. Students would
also gain necessary technical skills for working in the field,

The Departmaent of Mathematics and Statistics at Oakland ks excited to see that many courses
oifered by cur faculty are required in the program and that many are electives.

I surmmary, we stronghy suppart the proposal by 5205 to have a B.5, bn Cybersecurity at
Cakland University, and we are very hapay to be a part of it. Please feel frea to contact me if

you have any quastions.

Simcerely,

MW
Anna Marla Spagnuclo

Chair
Professor of Mathematics

spagnuoleEoskland edy

OAKLAND
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Mark C. Navin, Ph.D., HEC-C Diepartmeni of Fhilosophy

Prvsfiegoc gl Char of Philosophy Tt hllathomatics aedl Sricnoe Conior
Leciurcr an Fimmndatiomal Megdecal Sealcs 148 Libwary Dinive UNWER.SIW.
Jimicnl lithicisi Rachoiigr, M1, 45504471 "‘
(24K T30
|I:I.1'.u'ﬁ-l.h.h.|.h|u
Lunjin L, PhD

Prosfessor and Chair
Dieparmment of Computer Science & Engmecring
Oakland University

Movember 3, 2021
D Perslessor 1a:

I write in my capacity as chair of the Department of Phalosophy o express my seppor for the
Bachelor of Science in Cybersecunty program you ane developing.

Your proposed program will provide students wath technical skills they will necd 1o work in
eybersecuriny. Bur 1 cspecially appreciate your commitment to expose students to the “social,
pulicy, ethacal and legal aspects of secunty and privacy.” Abong those ines, 1| am delighted chat
you will be proposing PHL 1300 (Introduction o Eithics m Science and Engincening) as
reguired course for your new progrm.

PMlease let me koow il Tean provide any addational support!

Mark €+, Navin, PhiD
Professor and Chaie of Philosophy
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Appendix E - Pro Forma Budget

' PROFORMA FOR NEW, INCENTIVE AND ONLINE PROGRAMS

a0 b Submission Type: Budget Projection
|College Coda: (EG Program Attribute: Wi Program
| Fand: N Year of Frogram: 1-5
mm m-h:rduursdqtum:q- Funding Type:
" REVENUE VARIABLE :
Hieadoount
G Lower Lival F] 0 0 o0 0
UG Lipper Level
Graduate
Doschorad
UG Credis Oifered
GR Credits Offered
PHD Craxits Offared
| [Fres 10.67 42.67 74.67 96.00 128.60
UG LL Tetal Credits m 1,780 2340 3840 |
UG LL Tolal Cradis
Grad Total Credits
PhD Total Credits
| Revenus
Tuition § 1SN0l § G508  LLERIFR|4  LSenEm (g 31S01MD
Differentisl or Won Rissident Tultion
Totsl Ravenus $ 153, 360 655910 | $1,102.372 | & 1,565 654 | $2,150,170
|EXPENSES
| Saluries
Faculty Salafins 5101 5 womols w0000 § MO0 [§ 200,000
visiting Faculty [
Administrative Professionals 6201
Chirfcnl Technacal &l
Administratie IE &2
[ Facuity Inoad/Repiscement Coat] 6301 [¢ 2800014 14000
Faculty Crnrioad 301
Fart-Time Faculty L
Graduste Asslstand 631 ¢ 1spols T 45000 | § 60000 | § 60,000
£AO1
Out of Classification 401
et 401
Stuclant Labor £501
Total Salary Expenses $ 43,000 | % 144,000 | § 145000 | § 260,000 | § 264,000
Fringe Berufits oo |8 Essle 47790 | § AL | § B4,.360 | § 4,350
| Total Compansation $ 55305 | s 190,790 | § 188,285 | § 344,380 [ § 344380
Opemiting Expanses
Supplles and Services 7ol ¢ womols Tl DT 10,000 | § 16,000
| Gradusty Assistant Tuftion T I MEIS |8 101 § AT | § 10
E-Learing Support i
Trinved TN 1§ 2 SMO0RF 3000 ) § 4000
Tﬂﬂ Faal
Eeuipmrt ol ] 0000 $ 20,00
Library MO lf A5 1E 3s3)§ A3 § A0 1§ 5,086
| Total Operating Enpardces $ 32,445 | 8 LY4TS |8 ST,354 |8 7,112 1§ 93,252
[ Total Expenses $ 81,740 | 5 5268 | § 245630 |4 415492 | § 437,632
Met Income exd, Fees $ Tid60 | & 350,642 | ¢ 936,631 | 4 1,150,163 | $1,713, 538
Expanses to Tultion Ratio 0,55 0.47 0.11 0.7 0.0




. @

Lower-level tuition fees are assumed for the sake of simplicity

In-state tuition was assumed for alf candidates

One {1) assistant professor will be hired in the 2" year and the second (2™ will be hired
in the 4™ year. For details and justification, see staffing needs section.

One PhD graduate assistant for the first year, two in 2™ year, three (3) in the 3 year was
used. Also, in years 4 and 5, Four (4) students were requested.

3% infiation was used for tuition and GA tuition.

$70,000 will be used to develop the new Lab in the 2nd year to accommodate the new
student body and offer the labs of new cybersecurity classes, and anather $20,000 will
be spent in 5" year to upgrade the equipment.
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ATTACHMENT B

SBRC Proforma Template FY2023
[ e e
Yewr 1 Year 2 Year 3 Yar 4 Youmr 5

Est. New Students to Prgram 24 27 3t M x|
131 Year Cahort Revenue § dPE525 % dEDGAT  § 528,891 § Sgo0M % SB00TY
Ired Wear Cobart Revenus 5 ] 413,600 4§ A46,688 4 512864 § S52.456
Ird Year Cohort Beverwe £ - % .1 AB6S00 4 £re52a § &03,384
dth Year Coharl Revenue ¥ = . 1 . $ d71304 % 505,105
Groms Tuition Revenue i A2650% % BT 4T 4 1462179 § 2049860 % 2155059
Less: dung Finarscial Ald [30%) ] (127548 § (262374) § (2B E54) 4§ [E6,958) § (ETe,518)
et Tuition Revenae L] 298,568 § BLLS73 § 1023525 § @ 1482502 § 2 1578541
Expenaes.

Salaries

Facutty Salaries L1 T - 5 100000 % 102,500 % M5 000§ 210,000
Wisiting Faculty 01

Aedminlstrative Professionals (7]

Clerical Teckmics! (1]

Administrative IC [~Fi]

Faculty Iricad/Replacernent Costs o § 28000 3 14,000

Faculty Overioad s

Part-Time Faculty e

Graduale Assislant 1§ 15000 % onog § 45000 % 0000 % 50,000
Comusl/Temp B

Dot of Classification 0L

Student Labor L]

Total Salary Expense £ 43,000 144,000 § 147500 § 265000 % 270,000
Fringe Banalils o § 440 45820 § 46,958 § AL515 § REE
Toial Compengation i A6, 440 19,620 % 194,458 % 356,515 3 363,630
Oparating Expaniss

Sopplies and Services oy § FETEE 10000 3§ mond § 10000 § 10,0650
Gemchuabi Tuiteom Tiay 4§ 12400 § ME00 Ep e i ] 45600 § &0 600
[E=Leairming Suppsan gz

Trawd TaL

Equipemen Taal L 0,000

Maint pnahee o 3 20,000
Recruitrrent and advertising LELUS 1 000 § BO00 § Bo00 % E000 § 5,000
Libwary Mol 4575 § 3pEY 4234 4§ 4540 § 5,08
Tobal Dperating Expandss 5 51025 § 113,663 § 56434 § B9.240 % 553,686
Total Expenies $ #3655 3§ 3483 § 250892 % 445,758 § 433,316
Net Bncame [Laid) H BIRA60 % 70764 § 1210208 % LE44,108 % 1LE21.743

1,300 358 P Page 1 of
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SBRC Proforma Template

Est Mew Students to Progeam

1st Year Cobort Revenue
2nd Year Cohort Bevenue
3rd ¥ear Cohort Revenue
#th Year Cohort Revenue
Groax Tuition Revenue
Less: Ao Finarcial Add (205%)
Het Tultion Revenue

Expenses
Salaries

Faculty Safaries
Visiting Faculty
Adireristrative Professionls
Clerical Technical

Faculty Inkoad fReplacernent Corly
Faculty Overload
Part-Time Faculty
Graduate Astistant
CasualTermp
Oun of Classilication
Squdent Labar

Teial Salary Expense
Frirge Benalils

Tetal Compensatian

Opearating Experrees
Supplios sl Services
Grathaate Tuitsn
E-Learning Support
Trareel

Malmerancs
Recruitrmend snd ademtiing
Library
Tonal Dperaling Expenses
Total Expendss

Mt Income [Lagi)

1302023 1:-35 P

EIEEBEESEBEE

3

7110

Yeur 1 Year 2 Yoar 3 Yeard Year 5
ab k7 40 L] B4 |

§ 51,830 § 557,135 % L2440 3 TERT4S 4 #3305
] $ 496,330 4 Eramin 4 EELTED § 744,480
¥ § $ L EL ] ERLM0 § TIR.ERD
§ § - % = 565673 % 659,951
1 S1L830 § 1093455 & 1845400 % 25764018 4 3036041
§ (153,549 % @207 § (SEREMY § A0S § (10817
] 358,281 § 765419 § 191780 % 1873492 § 135129
] 5 100,000 § 102,500 § 208000 § 210,000
- 20,000 % 14,000
5 15000 § o000 % 45000 § o000 § e ]

o0 § 148000 % 147,500 % 265,000 § 270,000
$ 340§ 45820 § 450858 § 91545 § 3630
$ 46448 § 129,820 4 14458 § LT L F63,630
5 10000 § 10000 § 10000 % inoos § 10,000
] 12400 § 4800 § 7200 % A9600 4§ 40,600

i F0,000
] 20,000
5 25000 § BOD0 § 5000 F 5000 § 5,000
5 4,525 % AEEY § 423 % 4040 % 5,006
i 51925 § 113663 § 56434 % Baxn § BA.645
$ 90365 § 303,483 4§ 259,892 % 445,735 § 433,306
£ 415488 % 788072 4§ 1584509 % 2230863 § 2,602,735
Pope 1 o



SBRC Proforma Template

FY2023

3L Mew Stdenis 1o Program

132 Year Cohort Revene
dnd ‘Fear Cobhon Revenee
3rd Year Cohorl Reverng
Ath Year Cohan Revnue
Grads Tuflion Revenoe
Less: Mo Financial Akd (30%)
Mot Tuition Revenie

Expenses

Salawies
Faculty Salaries
Wimting Faculty
Adreiridtratie Profesiionaks
(Berical Technical
Adrninistrative [T
Faculty Inload Replacement Codts
Faoulty Overload
Part-Tirne Faculty
Gradhuatie AdsEETant
CasualTemp
Ot of Clawsificalion
Studer Labor

Total Salary Experse
Frirge Benefits

Todal Compensation

Operating Expenses
Sopplies and Services
Graduate Tultlon
E-Leaming Support
Trawal
Equapemnt
Bampnance

Recreitment and advertising
Litwrary

Tetal Operating Expenses

Tedal Expenies

1/20/2023 1:3% PM

EEEEEEEBEEEEE

E

i

o
7500
e
700

Year 1 Year 2 Year 3 Yoar 4 Yeur 5

8 10 12 16 15 |
k4 136488 § 1ToELd § 2T % 155915 § 255915
5 § 1235 § 165440 % 198528 § 4B 160
$ . § 5 155712 % 194540 § 233,568
5 $ i - 5 150848 § 1BE558
£ 136488 4§ Moosd § SISEE4 % TENEG % 936300
§ 0.946) § (a0Bagy § {157,765 § (239,979) % (EF 72609
£ LT - 212073 % k38110 % 550950 % E4H,340
§ - % 100,000 § 102,500 § 206,000 § 210,000
g 28000 § 14,000
4 15000 § Moo0 § 45000 § EOO00 § £0,000
£ 43,000 144000 % 147500 % 265000 % 270,000
H idq0 § 458 % 45958 % 91515 % 93,630
% 46,440 1E9.BH0 150 458 % B5E 515 RA3 6RO
H 5000 § 5000 § 5000 % noon % 5,001
i 12400 % MB00 § 7200 % 40800 § 40,600

L1 T0.000
¥ 25000 % s000 3 5000 % 5000 % 5,000
£ 4508 £ 3683 % 44 5 4840 % 5,085
¥ #6925 § =eed § Sr4%4 % 1300 % G 6ES
] #3365 5 118483 § 245892 § 490,755 § 418,316
] 43,123 % 74413 § 273593 § 309,174 § AT RS
Fage 1 of
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‘2 ) OU Strategic Planning and B.S. in Cybersecurity

* Goal 1: Foster student success through a robust teaching and learning environment and comprehensive
student services.

S A = &

% 2 Existing BS 1 New BS | & New Combined
; e Degree

Frograms

» Computer Sclenoe BS/MS Frograms
(4+1)

+  |fkofmation

Technology [1T)

3 Existing M5 2 Post Bacc
Programs | Programs
= Comepatar SCiencn
= Cybersecurity
= Baoftwarne
Engimesring and
Informartion
Technalogy

Jaruary M3



-

@ OU Strategic Planning and B.S. in Cybersecurity

* Goal 2 Be recognized as a strong research and scholarly environment focused on creative endeavors and
on the discovery, dissemination, and utilization of knowledge.

$1 million in funding from the Department of Energy to $3.1 million CyberCorps Scholarship for The Department of Homeland Security and
establish the OU Cybersecurity Center (2023-2024); Service: Cyber Defense of Inteliigent Systems the Mational Security Agency designated
Research and training opportunities to enhance the (2022-2027): Establishing or continuing Crakland University as a Mational Center of
security and resilience of LS. eritical energy infrastructure scholarship programs in cybersecurity and Academic Excellence in Cyber Defense

aligns with the LL5, Mational Cyber Strategy to
develop a superior cybersecurity workforce.

U.E DEFARTHENT GF
@ ENERGY s

Education.

Scholarship For Service (SFS)
e
Evolving Threats .ﬂh——_
to Energy Infrastructure e

[enuary F023



@ OU Strategic Planning and BS in Cybersecurity

v

* Goal 3: Become a leader in serving the needs and aspirations of our communities and region through
expanded community relationships, institutional reputation and visibility, and engagement.

Which States Have a Shortage of CyberSecurity Workers?

Ratig of @xmting cyvbsrisiurity workers o CYLErpeiuriny jOh OpEnngs By dtate, 2018

00-04 @10-15 @zo-29 Pzo-39 Pao-z2

q

Hatoinal Avevage 65
Cylserigcurity 2.5

Gam Sturte: Cybm Seg statista®a

Average Cyber Security
Enginear Salary In Rochester,
Bl

$1 1 3*545 ypaarky @

254 B0 R iy L . -.._. —_—

il e LR, Bl FIST00
Eritry barewl Sakary 1064 Fdmian =t
EE 000 yaamrhy

Jeruary 0E3

PR el

L BaF el bevhiminaimn £

Ll N el

L EX N
EeFn

PEE ETIRENEESTY M TTTLEE P

LR o

W Pafddipine’ § e ahebby S
& Gsflame iremnn

m Cmrarara | "

LI ]

Dyl iy baarager

m Byrisr fages
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@ OU Strategic Planning and BS in Cybersecurity % =

* Goal 4: Advance diversity, equity, and inclusion in an environment of mutual trust and respect at all levels
of the institution and facilitate opportunities and success for all community members.

Diversity In Cybersecurity - U.5,

[0 s
L [T B B

B % of US Populstion 8 % in Cybersecurity

The new BS. in Cybersecurity will offer opportunities
to train minority students in this National Priority area
and increase diversity at OU

s § 3 5 5 5 %

LIS Bureais of Labor Statisscs

Jaruany M35



@ BS in Cyber Security: Curriculum

BAGCHELOR OF SCIENCE IN CYBERSECURITY

The interdisciplinary nature of the Bachelor of Soience in Cybarsecws iy al Oaklnnd
University sims to serss IT, financial, re chi, Mt v mrlfercarmant and dolonns
afganiEations hrowgh Ea = lane, Studenis wil be pregacea for
SOy TRE o he pUbEs and privile secices,

Cakland University is a Nations Scéanes Foundation B of A o Excallence
mnd nfoamation Assursnce and Cybar Defanss (SAE-LAS0}) Education,

CORE COURSES

Introduction io O Projgraimmdieg sl Linde:
b i t- Carlanvtandl S oempaiting

Comparisr Systems

Fundamanials of Cybersecuriiy
Intredustion o Compuisr Metworks
Eophormore Project

PROFESSIONAL SUBJECTS
Eoftwara Engirneesring snd Practice
Dratabase Design and Implarmeniaticon
Eyatarn Adminiatration

el Crosmparting

Cybesr Laws and Digital Forenaics
Iformmathon Saturily Practksa
Malwark Seeurily

Salfrwara Socurity

CrylBararirme

Aisk Andlyais and Security Conirols Daealopmeant
Benior Cagatorns Mroject

PFROFESSIONMAL TRACKS
Laloct e franch

Softwars Security

Softwars Varifloatien ard Testing

BAcibile [ecurity

Movarse Engineering and Marvare Snaiysis

Al in Cyhsrasourity Traak
Ardificial Inteligenos

Al for Oybarsacurity and Privaday
Futtimadia Forsneions

Cyber Physical System Sscurity Track
Fundarmemals of Embedded Syetem Daeslgn
Iredlusnrial Conrel Security

Mygtamnotive Saaurity

Embesdded Security



@ BS in Cyber Security:

Ent. Fdiivs Rrialasla (o Fedg rarem

A= Yeur Ca vt Mansarioas
Sred Yosr Cohorm P e
Jrdd VYemr Comort e e s
At Yisss S Maveriues

Gl P Tl Uiy Mawarsoas

Lamss Sycopy Fimaenciml S (3O
Flam® Taal®ioary Mawraries

i i i,
e
Fagulty Salnrios
Winlting FEsculty
Apcirr T rE e e T s sls s
Clarical Tecmmical
dvcirminierracive 1
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Famsiel T S e i el
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A il @ ey ot g
il Termp
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Trusddent Lamar
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Frirmpes Bonafite
Wi | o ren o v S T i
RS ey e o i
Sl arel Byl cas
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Enroliment and Budget
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