OAKLAND UNIVERSITY

PROTECTING CONSTITUENT INFORMATION SUMMARY 

AND 

MOBILE COMPUTING DEVICE INFORMATION/APPROVAL FORM


The wording in the next few paragraphs comes from a Federal Trade Commission document entitled “Protecting Personal Information – A Guide for Business”.  The entire document is available at http://www.ftc.gov/bcp/edu/pubs/business/idtheft/bus69.pdf . Supervisors should have their employees review this document.  The Mobile Computing Device Approval Form needs to be signed by staff.

Effective data security starts with assessing what information you have and identifying who has access to it. Understanding how personal information moves into, through, and out of Oakland University and who has—or could have—access to it is essential to assessing security vulnerabilities. We can determine the best ways to secure the information only after we’ve traced how it flows.

If you don’t have a legitimate business need for sensitive personally identifying information, don’t keep it. In fact, don’t even collect it. If you have a legitimate business need for the information, keep it only as long as it’s necessary.

What’s the best way to protect the sensitive personally identifying information you need to keep? It depends on the kind of information and how it’s stored. The most effective data security plans deal with four key elements: physical security, electronic security, employee training, and the security practices of contractors and service providers.

Computer security isn’t just the realm of Oakland’s UTS staff. Make it your business to understand the vulnerabilities of your computer system, and follow the advice of experts in the field.

Oakland’s data security plan may look great on paper, but it’s only as strong as the employees who implement it. Take time to understand the rules and then explain the rules to your staff, and train them to spot security vulnerabilities. Periodic training emphasizes the importance you place on meaningful data security practices. A well-trained workforce is the best defense against identity theft and data breaches.

What looks like a sack of trash to you can be a gold mine for an identity thief. Leaving credit card receipts or papers or CDs with personally identifying information in a dumpster facilitates fraud and exposes consumers to the risk of identity theft. By properly disposing of sensitive information, you ensure that it cannot be read or reconstructed.

EMPLOYEE INFORMATION
Name: _______________________________________ 

Department: _______________________________

E-mail: _______________________________________ 
Phone: ___________________

1) For what purpose do you need a laptop PC vs. a desktop PC? ______________________________________________
__________________________________________________________________________________________________

__________________________________________________________________________________________________

2) What data is stored or will be stored on the device (anything from normal files to Banner data)? ___________________
__________________________________________________________________________________________________

__________________________________________________________________________________________________
3) Are you storing or will you be storing any confidential data as defined in university policy #860 – Information Security?  If so, please describe? ______________________________________________________________________

__________________________________________________________________________________________________

__________________________________________________________________________________________________

4) Are you storing or will you be storing any operation critical data as defined in university policy #860 – Information Security?  If so, please describe? _______________________________________________________________________

__________________________________________________________________________________________________

__________________________________________________________________________________________________ 

DEVICE INFO (use separate form for each type:  FORMCHECKBOX 
none  FORMCHECKBOX 
laptop  FORMCHECKBOX 
flash drive  FORMCHECKBOX 
disk  FORMCHECKBOX 
other
Device Name: _____________ Serial # / Service Tag: _____________ Date device provided: _________________ 
Hard drive size: _____________ RAM amount: ____________________
SIGNATURES - By signing this form, I agree I will: 
· inform data steward if I begin to use a mobile computing device even though I am not currently using one

· be the only user of this device and to use this device for the purposes described above
· keep the data steward informed when the data stored on this device deviates from what has been stated above

· perform backups of this device on a periodic weekly basis

· immediately notify the data steward if this device is lost or stolen and to provide a written statement of all OU data stored to the best of my knowledge and the most recent backup file of the data 

· use this device in compliance with university policy #860 – Information Security   

· keep this device in a locked or secured environment when not being used
· not leave this device for prolonged periods of time in a vehicle, especially in extreme temperatures; if it must be left in the vehicle for a short time, secured in a locked trunk

· not leave this device unattended at any time in any location

· keep the device in sight at all times

· not to alter, delete or copy any software loaded on this device and not to load additional software or to alter the existing configuration
Employee: _______________________________________ 
Date: ________________

Supervisor: ______________________________________

Date: ________________

Data Steward: ____________________________________ 
Date: ________________

Vice President: ___________________________________ 
Date: ________________
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