Card Present Transactions

Fighting fraud on every transaction

If you are a card-present merchant, take the following steps to ensure the legitimacy of every card, cardholder, and transaction. Merchants or their sales associates must check the card security features, request an authorization, and obtain the cardholder’s signature. 

Quick steps to Card acceptance

1. Check the card security features (listed in the Card Acceptance Guide). Make sure that the card has not been altered. 

2. Swipe the stripe. Swipe the card through the terminal in one direction only to obtain authorization. 

3. Check the authorization response. Take appropriate action for the specific response:

	Response
	Action

	Approved
	Ask the customer to sign the sales receipt.

	Declined
	Return the card to customer and ask for another card.

	Call or Call Center
	Call your voice authorization center at 1.800.944.1111 and tell the operator that you have a "Call" or "Call Center" response. Follow the operator instructions.

Note: In most cases, a "Call" or "Call Center" message just means the card Issuer needs some additional information before the transaction can be approved.

	Pick Up
	Keep the card if you can do so peacefully.

	No Match
	Swipe the card and re-key the last four digits. If "no match" response appears again, keep the card if you can do so peacefully. Request a Code 10 authorization.


4. Match the numbers. Check the embossed number on the card against the last four digits of the account number displayed on the terminal and the cardholder receipt. 

5. Request a signature. Have the cardholder sign the transaction receipt. 
6. Check the signature. Be sure that the signature on the card matches the one the transaction receipt. 

If you suspect fraud, immediately make a Code 10 call to your voice authorization center at (1.800.944.1111). 

Handling key-entered transactions

If a card cannot be swiped, you must key-enter the card account data into your POS terminal. When you key-enter a transaction, you run the risk of accepting a counterfeit card because the magnetic stripe information is unavailable. 

1. Check the terminal. Be sure your terminal is working properly. If the terminal is okay and the problem appears to be with the magnetic stripe, continue to step 2. 

2. Match the account number. Check to see that the embossed account number on the front of the card matches the number indent-printed on the back. 

3. Check the expiration date. Look at the "good thru" or "valid thru" date to be sure the card hasn't expired. If the card has a "valid from" date, be sure the card isn't being used before it is valid. 

4. Make an imprint. Get a manual imprint of the card. 

5. Get a signature. Ask the customer to sign the imprinted sales draft. 

6. Check the signature. Be sure that the signature on the card matches the one on the sales draft. Do not accept any unsigned cards. 

Six warning signs of fraud

Certain customer behavior could point to card fraud, but it doesn't necessarily indicate criminal activity. You know your customers, so let your instincts steer you in the right direction. 

Watch out for customers who: 

1. Purchase a large amount of merchandise without regard to size, style, color, or price. 

2. Ask no questions on major purchases. 

3. Try to distract or rush you during the sale. 

4. Make purchases and leave the store, but then return to make more purchases. 

5. Make large purchases just after the store’s opening, or as the store is closing. 

6. Refuse free delivery for large items. 

Card features and security elements

Every card contains a set of unique design features and security elements to help merchants verify a card’s legitimacy.  By knowing what to look for on each type of card, you can avoid inadvertently accepting a counterfeit card or processing a fraudulent transaction (refer to Card Acceptance Guide for Card Features and Security Elements for each type of card).

1. Keep cards in your possession during transaction processing.  While waiting for authorization, check the card’s basic features and security elements.
2. If any of the card features or security elements appear to be altered or are missing, hold on to the card and make a Code 10 call to the authorization center.  You may be instructed to try to recover the card or simply return it to the cardholder and decline the transaction.

3. Always request authorization on an expired card.  If the card issuer approves the transaction, proceed with the sale.

4. Never accept a transaction that has been declined.

 

Dealing with unsigned cards

If the signature panel is left blank... 
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1. Request a signature. Ask the cardholder to sign the card and provide current government identification, such as a driver's license or passport (if local law permits). 

2. Check the signature. Be sure that the cardholder signature on the transaction receipt matches the one on the card and the additional identification. 

3. Complete the transaction. If the signatures appear reasonably the same and the authorization request is approved, continue the transaction. If the cardholder refuses to sign the card, do not accept the card. 

If the card has a “See ID” in place of a signature… 
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1. Request a signature. Ask the cardholder to sign the card and provide current government identification, such as a driver's license or passport (if local law permits). 

2. Check the signature. Be sure that the signature on the card matches the one on the transaction receipt and the additional identification. 

If the signatures appear reasonably the same and the authorization request is approved, go ahead and complete the transaction. 
Card-Not-Present

Extra protection when there’s no card

Card-not-present (CNP) merchants must take extra precaution against fraud exposure and associated losses. Anonymous scam artists bet on the fact that many fraud prevention features do not apply in this environment. 

Card Not Present (CNP) payment acceptance

Take these steps to accept CNP payments: 

1. Obtain an authorization. 

2. Verify the card’s legitimacy: 
· Ask the customer for the card expiration date, and include it in your authorization request. An invalid or missing expiration date might indicate that the customer does not have the actual card in hand. 
· Use fraud prevention tools such as Address Verification Service (AVS), Card Verification Value and Card Verification Code (CVV & CVC). 

3. Look for general warning signs of fraud (listed below). 

4. If you receive an authorization, but still suspect fraud: 
· Ask for additional information during the transaction (e.g., request the financial institution name on the front of the card). 
· Contact the cardholder with any questions. 
· Confirm the order separately by sending a note via the customer's billing address rather than the “ship to” address.
· To report suspicious activity, contact your merchant financial institution. 

12 potential signs of CNP fraud

Keep your eyes open for the following fraud indicators. When more than one is true during a card-not-present transaction, fraud might be involved. Follow up, just in case. 

1. First-time shopper: Criminals are always looking for new victims. 

2. Larger-than-normal orders: Because stolen cards or account numbers have a limited life span, crooks need to maximize the size of their purchase. 

3. Orders that include several of the same item: Having multiples of the same item increases a criminal's profits. 

4. Orders made up of “big-ticket” items: These items have maximum resale value and therefore maximum profit potential. 

5. “Rush” or “overnight” shipping: Crooks want these fraudulently obtained items as soon as possible for the quickest possible resale, and aren’t concerned about extra delivery charges. 

6. Shipping to an international address: A significant number of fraudulent transactions are shipped to fraudulent cardholders outside of the U.S. AVS can't validate non-U.S., except in Canada and the United Kingdom. 

7. Transactions with similar account numbers: Particularly useful if the account numbers used have been generated using software available on the Internet (e.g., CreditMaster). 

8. Shipping to a single address, but transactions placed on multiple cards: Could involve an account number generated using special software, or even a batch of stolen cards. 

9. Multiple transactions on one card over a very short period of time: Could be an attempt to "run a card" until the account is closed. 

10. Multiple transactions on one card or a similar card with a single billing address, but multiple shipping addresses: Could represent organized activity, rather than one individual at work. 

11. In online transactions, multiple cards used from a single IP (Internet Protocol) address: More than one or two cards could definitely indicate a fraud scheme. 

12. Orders from Internet addresses that make use of free e-mail services: These e-mail services involve no billing relationships, and often neither an audit trail nor verification that a legitimate cardholder has opened the account. 
CNP fraud prevention tools

Appropriate preventive action can help reduce fraudulent transactions and potential customer disputes. Make use of these tools and controls to verify the legitimacy of the cardholder and the card in every card-not-present transaction. 

	Tool
	Description

	Address Verification Service (AVS)
	Allows card-not-present merchants to check a cardholder’s billing address with the card Issuer. The merchant includes an AVS request as part of the authorization and receives a result code indicating whether the address given by the cardholder matches the address on file with the Issuer.

	Card Verification Value / Code
	Is a three-digit number imprinted on the signature panel of cards to help card-not-present merchants verify that the customer has a legitimate card in hand at the time of the order. The merchant asks the customer for the CVV/CVC code and then sends it to the card Issuer as part of the authorization request. The card Issuer checks the code to determine its validity, then sends a result back to the merchant along with the authorization. CVV/CVC is required on all cards.

To protect CVV/CVC data from being compromised, Operating Regulations prohibit merchants from keeping or storing  CVV/CVC numbers once a transaction has been completed.


Data Security

Reassurance for your customers

All merchants must take extra care to protect cardholder data from internal or external compromises. 

Merchant responsibilities

Data security should be a key component of all merchant policies and practices related to payment acceptance and transaction processing. As customers seek out merchants that are reputable and reliable, they expect assurance that their account information is being guarded and their personal data is safe. 

· Secure storage: According to Operating Regulations, merchants are responsible for ensuring that account information is stored in secure, limited-access areas. In addition, merchants are prohibited from storing magnetic stripe information following a transaction and disclosing cardholder data to anyone—except if it is needed by a merchant bank, card issuer, or third-party processor to complete a sale. 

· Prevent employee fraud scams: A merchant’s data security policies should also be designed to prevent fraud scams involving collusive employees. Whenever possible, account numbers should be encrypted or scrambled during transaction processing. Unauthorized electronic equipment—such as laptop computers—that can be used to steal or replicate account information should not be allowed in the workplace. 

· Encryption software: Data security should be of special concern to e-commerce merchants. Encryption software is required to protect account information during online transactions, and merchants must also ensure that account data cannot be accessed online. To make cardholder data "hacker-proof," merchants can either use firewalls—which may include encryption, passwords, or other protections—or store the account data on a computer with no Internet access. 

Cardholder Information Security Program (CISP)

The Cardholder Information Security Program (CISP) applies to any entity that stores, processes, or transmits cardholder information. 

CISP consists of twelve basic requirements for safeguarding account data, supported by more detailed sub-requirements. These data security requirements apply to all members, merchants, and their service providers. Validation of compliance, however, is prioritized based on the volume of cardholder data and the potential risk introduced into the system by merchants and service providers. 

Tips for protecting confidential business information

· Empty the mailbox. Never leave outgoing or incoming mail in pick-up boxes overnight. This is your best defense against possible off-hour mail snoops. 

· Watch the fax. A document sitting on the fax waiting for pick-up is an open invitation for prying eyes. Try to stand by the fax machine to receive sensitive information as soon as it comes in. 

· Send email sparingly. When sending sensitive information via email, encrypt it first—or don’t send it at all. There’s always the possibility of cyber-thief interception or an accidental electronic distribution. 

· Make copies carefully. Private matters can go public fast when juicy stuff gets left behind. When making copies of sensitive documents, remember to grab your originals off the copy machine. 

· Use the shredder. Always shred sensitive information before dumping it in the trash bin. If you can’t shred, use receptacles designed for sensitive paper disposal. 

· Leave discrete voicemail messages. You never know who’s standing within earshot of someone’s work area, so avoid leaving a detailed voice-mail message if it involves sensitive information. 

· Protect your onsite ID. Play it safe with your ID badges, office keys, and building-entry codes. Protect them as you would your own credit cards and cash. 

· Keep things private in public. When you’re in a public place, think twice before discussing proprietary information or any details about sensitive projects. You never know who’s listening. 

· Identify strangers. Don't make it easy for an outsider to pull an inside job. If you see an unfamiliar face roaming around your office, step up and ask if you can assist. Make your presence known. 

· Be careful with your documents. Remove all sensitive materials from your work area when you’re not using them or at the end of the day. Be sure to lock them in the appropriate file cabinets, desk drawers, etc. 

· Note what’s on your screen. Those account numbers and financial details on your computer screen are intended for your eyes only! To keep it that way, use a glare screen to minimize easy information access. 

· Limit cell phone conversations. Anyone can listen in on your cellular conversations. All it takes is a good ear and a decent scanner. Avoid sharing any sensitive information over a cell phone. 
